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help
4 A-1 BT help 4.

# A-1. Help 8%

e | B
help | ZIH ALY racadm LG LT T4, FFERAVRED A & IR 0T .

&

RE

racadm hel p

racadm hel p < 7iré>

L]

help T4 3 T LAR racadm fir&—AEANHTA T4, FFE RGN TSR0 T T30, LM LE help RN T fir & LG R KAHE T i & ik,

L fail
racadm help @4 SR ¥4 1 e 5% .

racadm help <7@r$> @4 L ERiRE M F a2 nER.
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config
# A-2 B8 T config fll getconfig T4 .

#* A-2. config/getconfig
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Fhe )38
config FiHE iDRAC.

getconfig | 3klit iDRAC it & ¥4 .

RE

racadmconfig [-c|-p] -f <XfF#>

racadmconfig -g <#{#&> -0 <HWREL> [-i <FF>] <fE>

XRRBEO

1 A RACADM

WA

config i SVFM 735l BE IDRAC o Z8el N iC B SO AR — f it e B . WsREE AR, 2 091% iDRAC X 85 N Hii.

BWA
% A-3 B T config T-#r4ikTi.

£ A-3. config F#r &4 FR ¥ B

L]

-f | f <AFH=EIS A config B < XCfF A>T SCIF AP E IDRAC. SR A0 5 78 L B SO T S s SR SR «

-p | -p, HUERY, JETHRR config fERCHE EMUE MR config UMF -f < XAFE>TEEGINEIKH .

-g | -g<##> S, EHBAY -o IR AN . <#4> HT R E A ERE K R,

-0 | -0 <M RE><ff> BXMF, EHLAS -g BIAAMM . AT E 578 <E>5E R R 4.

S |- <F T[> (ERGNETD FAMRGIAAR, rTHTREM A fEHAZ RG] RS AR, AN A R E .

-c |-c Ejiffﬁﬁ*b%f)ﬁ'q config TR AN, FEMA AL .ofg SO AR R, WRIREIRR, WRIRAT S MR AR A 2x iIDRAC $UT5 N #RIE. ik
TR —FR A .

i
ST A R LD T A DL A R

VORI, A RTRA L RS TR R PR AR )

1 RACADM CLI #f

A AR R, VRN ofg SO GRS, DU S NI R R

il
1 racadmconfig -g cfglLanNetworking -o cfgN cl pAddress 10.35.10. 110
#H cfgNiclpAddress LB Z% (W%) Ml 10.35.10.110. Mt IP kX &7 cfgLanNetworking 41+ .
1 racadmconfig -f nyrac.cfg

fic B s HHiCE iDRAC. myrac.cfg X LU getconfig a4, HERESHAN, the] L Fahs%iE myrac.cfg Sff.

Ei %: myrac.cfg k@ a SN, EECHEROEHED, BHAFTHA. NRESEREMIN myrac.cfg SCHHIBHLEE, WHEA -p H5.

getconfig

getconfig T4 AVFH 73k % IDRAC FLE 24, s#ERFITA IDRAC FLEAUFRAZ RIS .
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% A-4 T getconfig T4k

B4 3 RSSO -F SR SOPR I A B A

£ A-4. getconfig F &% M

% | Y
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RACADM CLI {3k

WAEAIBEIRHR, ST 8 R TR e LB 2

|

racadm getconfig -g cfglLanNetwor ki ng
o4l cfgLanNetworking & AR EEE CF3) .
racadm getconfig -f nyrac.cfg
T 4L E 6 SN IDRAC #4732 myrac.cfg.
racadm getconfig -h
‘7R iDRAC b Al HIMC E AL 5% .
racadm getconfig -u root
SR P& root MECHE B,
racadm getconfig -g cfgUserAdnmin -i 2 -v

BORERE] 2 W HS ], IFRAR IR A R .

RE

racadm getconfig -f <Xff#>

racadm getconfig -g <##> [-i <#5[>]

racadm getconfig -u <f/'%&>

racadm getconfig -h
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getssninfo
#% A5 M T getssninfo T4 .

# A-5. getssninfo T4

Firéd X
getssninfo | A& T EELE 9 & i & PR 2 ANE S s R A — Al M 2R 215 S

(=Rt

RE

racadm getssninfo [-A] [-u <//7&> | *]

P

getssninfo @4 2R [F CIERT] IDRAC M 01, MRS S0 T AR EE.
1 “Username" (Ji/'4)
1 "IP address" (IP #ihit)  CnHtalfil)
1 "Session type" (&i&EA) (i, SSH s s)

1 "Consoles in use" (EHMHEHIG) (i, Virtual Media 8¢ Virtual KVM)

XEFRED

1 A RACADM

WA

4 A-6 it T getssninfo T4k,

# A-6. getssninfo Fr &3 W

iy VL]
-A | A EEITATHH AT BB R Sk
-u

—u <M= FP AL TR AT BV R R AT BT P 44 PR 2R . R S BN L 4, SIS0 LI TURDHE AT B 245 L

7~
1 racadm getssninfo
% A-7 BT —A M racadm getssninfo 4 1R .

# A-7. getssninfo T &%t =

R | 1P shk XY | =M E

root | 192. 168. 0. 10| Tel net | Virtual KvM

1 racadm getssninfo -A

“root" 143.166.174.19 "Tel net" " NONE"




1 racadmgetssninfo -A -u *
"root" "143.166.174.19" "Tel net” "NONE'

1 "bob" "143.166.174.19" "GUI" "NONE"

getsysinfo
4 A-8 itM T racadm getsysinfo T#4 .

# A-8. getsysinfo

e X
getsysinfo | 5 IDRAC {5 8. R%ifs BRGTRFRILE .

RE

racadm getsysinfo [-d] [-s] [-wW [-A

i

getsysinfo T4 s T4 % iDRAC. Managed Server Il F R E K15 £

ZRREO

1 Kl RACADM

A

% A-9 T getsysinfo T4 ik,

% A-9. getsysinfo T 4%

W |
-d | &7 iDRAC f5E.
-s | BRAGHEL

-w | SRR

-A | EBRATENTUB /RS

i

getsysinfo T4 ik T4 5% iDRAC. Managed Server R FLFRCE 115 E .

7 il

RAC I nformation:

RAC Date/Time = Wed Aug 22 20:01:33 2007
Firmware Version =0.32

Firmware Build = 13661

Last Firmware Update = Mon Aug 20 08:09:36 2007
Hardware Version = NA

Current IP Address = 192.168.0.120

Current IP Gateway = 192.168.0.1

Current IP Netmask = 255.255.255.0

DHCP Enabled =1

MAC Address = 00:14:22:18:cd:f9

-

Current DNS Server = 10.32.60.4



Current DNS Server 2 = 10.32.60.5

DNS Servers from DHCP =1

Register DNS RAC Name =1

DNS RAC Name = 1iDRAC- 783932693338
Current DNS Domain = us.dell.com

System I nf ormati on:

System Model = PowerEdge M600
System BIOS Version =0.2.1

BMC Firmware Version = 0.32

Service Tag = 48192

Host Name = dell-x92i 38xc2n
OS Name =

Power Status = OFF

Wat chdog I nf or mati on:

Recovery Action = None
Present countdown value = 0 seconds
Initial countdown value = 0 seconds

ANl
1 racadm getsysinfo -A -s
"System I nformation:" "Power Edge M500" "0.2.1" "0.32" "48192" "del | -x92i 38xc2n" "" "ON'
1 racadm getsysinfo -w -s

System I nf or mati on:

System Model = PowerEdge M600
System BIOS Version =0.2.1

BMC Firmware Version = 0.32

Service Tag = 48192

Host Name = dell-x92i 38xc2n
OS Name =

Power Status = ON

Wat chdog | nf or mat i on:

Recovery Action = None
Present countdown value = 0 seconds
Initial countdown value = 0 seconds

RR sl

H# managed server [#7 Dell OpenManage I, getsysinfo fii4ff)"Hostname™ (EH 4 ) F1"OS Name" (#ERLLK) FEA S SREHIER, g
managed server Fi#A %4 OpenManage, X485 B4y Al SRR s B

getractime
# A-10 W T getractime T4 .

#* A-10. getractime

FiHre ‘X

getractime | &7~ Remote Access Controller 1127 ] .

RE

racadmgetractine [-d]

L
WAL, getractime T4 43 LA I AT ik 2 SR il .

ffi[] -d &5, getractime 2Ll F#% 0 ERIE, yyyymmddhhmmss.mmmmmms, X5 UNIX date #3543 8] 4% A [ o



i

getractime i &Kt AR 7E—17 1o

7~ Bl

racadm getractine

Thu Dec 8 20:15:26 2005
racadmgetractine -d

20071208201542. 000000

XRREO
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setniccfg
# A-11 WH T setniccfg T4 .

#* A-11. setniccfg

Fhe EX
setniccfg | & EEHIEHN 1P ACE.

RE
racadm setniccfg -d
racadm setniccfg -s [<ip Hihk> <MZiEH> <fF>)

racadm setniccfg -o [<ip Hilb><Z4HT><HK>]

L]
setniccfg T4 iDRAC IP ik,

1 -d#5A NIC Al DHCP (BRILEJEA] DHCP) .

Vo -s EEBUR A 1P WE. 1P HbhE. WL HERD A SR LA E .

B, 2RSS UE .

racadm setni ccfg -s 192.168. 0. 120 255. 255. 255.0 192.168.0. 1

1 -0 BRI AAEH NIC. <ip Hbhl>. <[5 FEg>RI</ > b i NI i 43 B I 2 e

racadm setniccfg -o 192.168. 0. 120 255. 255. 255. 0 192.168.0. 1

i

WRARAEBA ), setnicefg T4 & BoR ARG . W), HERRfEE.

XEFRED

1 A RACADM

getniccfg

<ip Hifi>. <PYEHERG> R <PJIE> DN 5o B T 7 e



4 A-12 1t getniccfg Ta4 .

# A-12. getniccfg

Fire (34

getniccfg | &tk iDRAC {12457 IP fitHE .

RE

racadm getni ccfg

i

getniccfg T4 B4R NIC BHE.

7~ il H

WA RY), getnicefg Tr & B MHM ARG B WRERIERTD, il 21 R iR U s -

NIC Enabled =1

DHCP Enabled =1

IP Address = 192.168.0.1
Subnet Mask = 255.255.255.0
Gateway = 192.168.0.1

&4k qul

1 A RACADM

g etsvctag
#% A-13 W [ getsvctag Fii% .

# A-13. getsvctag

Thré X

getsvctag | RS R%E

RE

racadm get svct ag

i

getsvctag T4 R EHLRA MRS br%s .

|

Sl

AAPRTF PN getsvetag. Hith R R

A

Bt

Y76TPOG

PRI IR O, FERSIRIN IR A AE
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racreset
2 A-14 #W T racreset T4 .

#® A-14. racreset

Td | EX

racreset| £ iDRAC.

© E®: Kl racreset T4 )7, IDRAC AIfiEik 1A —4MpioRIBI T LR .

RE

racadm racreset

W

racreset Far4 K%t iDRAC IHE K. fiFFES A iDRAC Hi.

~ Pl

1 racadmracreset

Ji%)) IDRAC #R T4

XEFRED

1 i RACADM

racresetcfg
% A-15 ¥iH T racresetcfg T4

# A-15. racresetcfg

Fwe X
racresetcfg | ¥4z RAC i B m ¥ T BRIME.

RE

racadm racresetcfg

XD

1 A RACADM



L]

racresetcfg i 22 MHBR A A BLE SR PR R A% B . Bl R BAT T 2% HINERVURTE, XS8R EH T4 iDRAC RSN BRI BE

WHE.
Q WR: W42 MRl iIDRAC LK iDRAC FLEEBABINEE. EiRJE, BIALHA®ILH root fil calvin, T IP Hihk’y 192.168.0.120 i bR ZHIEHF
BT 4
serveraction
¥ A-16 BT serveraction T4 .

#* A-16. serveraction

Fire EX

serveraction | Xt Managed Server $47 &SI HL/ I/ I G FIFHLERAT .

R

racadm serveraction <#ff>

L
serveraction i A H P BENELE EHL R S EAT HIUEAT B ERE . K A-17 HW] T serveraction HiEEE L.

£ A-17. serveraction T-Aréig M

FRE | EX
<#ff=>| REBRAE. LN <fRfF> FATH IR

powerdown — ki Managed Server Hiii.

powerup — TJI Managed Server Hifi.

powercycle — £ Managed Server & HSEHUS FFFHLERE. HERIESMIT4% T RS0 1 IR S8R 5 BT T R4t .
powerstatus — SRS ST IR ("ONT (FF) #S"OFF™ (%) )

hardreset — 7£ Managed Server EHUTHE B (FEH51F) ik

i

WRTCEPIT T RHRAE, serveraction Tiir 4 & MR EHR(EE, WARRITEHARIE, A5 & SRR fE 8.

XHFFIRED

1 A RACADM

getraclog
4% A-18 Bt# 7 racadm getraclog % .

#* A-18. getraclog

e 38

getraclog -i | &/~ iDRAC HEH 4 HEL.

getraclog | % iDRAC Hit%H.




RE

racadm getraclog -i

racadmgetraclog [-A] [-0] [-c ##] [-s &4 [-m

L

getraclog -i 4 7~ iDRAC Ha&H 4 HE.
FE4 & RS RAS, HRARAHE.
PAFit5ifis getraclog #r4iEHist H:

# A-19. getraclog T & M

pi R

SA | RN U SR R .

—c | PROLEERR E AR H

-m | SRR BHE BIFRR A  gRSE (50T UNIX more i) .
-0 | WA Rk .

-s | EEEIRIRIG LR

i

Sl SRR T AR, SR, WIES N 1 1 HFERITR I B 4E3] managed server 5| §. Managed Server 5| §J5, Managed Server [ Z % )i i T
L

7 il

Record: 1
Date/Time: Dec 8 08:10:11
Source: login[433]

Description: root login from 143.166.157.103

ZRREO

1 Kl RACADM

clrraclog

RE

racadm cl rracl og

i

clrraclog 142 M iDRAC HAEMERFTABLA LT . S BIE —FFnRoRki ki bk H G H A [ .

getsel
4 A-20 B T getsel 4.

#* A-20. getsel




RS X
getsel -i | BRREEHHE K HEL
getsel | ik SEL %H.

RE

racadm getsel -i

racadmgetsel [-E] [-R [-Al [-0] [-c ##] [-s ##] [-n]

L]
getsel -i fir4 i SEL HEHIIZH %
VIR getsel 3T (ANE -i &5 AT H .

Ei = wREERESE, RN EN RS,

# A-21. getsel FHrdHEm

| Bt

SA | HREAN U BbR A R .

—c | ROVEHOR KA H

-0 | AT SR

—s | EEERRIRIGTER.

-E | ¥ 16 FATEIRSG SEL RUERATH RS A TN EERE B -
SR | RATE GG R

-m | RERBHE R IHRAR L P 4kEE (CELT UNIX more @74 .

i

BRI SR A GRS IR, A .

ot

Record: 1

Date/Time: 11/16/2005 22:40:43
Severity: Ok

Description: System Board SEL: event log sensor for System Board, log cleared was asserted

XEFMED

1 A RACADM

clrsel

RE

racadm cl rsel

i

clrsel @4 MNRGEFHEEE (SEL) MIBRAEHIA T,



XEREO

1 A RACADM

gettracelog
% A-22 BT gettracelog T4 .

# A-22. gettracelog

e EX
gettracelog -i | fi iDRAC BREX H FH 14 H %,

gettracelog | 7% iDRAC BRERH &.

RE

racadm gettracel og -i

racadmgettracelog [-A] [-o] [-c il¥q] [-s #&HiIEH] [-n]

i
gettracelog (i -i 0D @4k H. LN gettracelog % H T & H:

# A-23. gettracelog T fy 4% 5

| vLEE
-i $i7% IDRAC BRER H &tk H 4.

-m | —RER—BHE BIFRURA P gRSE (50T UNIX more i) .
-0 | UAAr Rk .

—c | fREERRILEE.

-s | fREESIRIRAIDS

A | RERTUEBRS .

i

%ﬁ?ﬁxﬁ@ﬁif‘mﬁﬁiﬂi Sy WEEG. A RS 1 H 1 HAROTRIE - EEFS:%] managed system 5%, Managed System 5§/, Managed System {J&Zii [l i
[

fold:

Record: 1

Dat e/ Ti me: Dec 8 08:21:30
Sour ce: ssnngrd[ 175]

Description: root from 143.166.157.103: session tinmeout sid ObeOaef4

ZRREO

1 Kl RACADM

sslcsrgen

% A-24 W] T sslesrgen 4.



# A-24. sslcsrgen

Faré P
sslcsrgen | N RAC “EJf F# SSL IMIEZ 41k (CSR).

RE

racadm sslcsrgen [-g] [-f <Xff#>]

racadm ssl csrgen -s

WA

sslcsrgen Tiir &M LA CSR IFHZICHF T 4B P om i A SCMF R 48, CSR W AIRAIEE H5E L SSLIMIELAE RAC Lif4T SSL Ji554bEl,

#% A-25 W] 7 sslcsrgen T4k,

£ A-25. sslcsrgen Fir&#t M

2 | 98

-g |t CSR.

s [iRE CSR AmGER MRS CEL AR, HARE) .

o | TRIBNCES <G> CSR KM FRE L.

Ed & wmdkdne -fmm, MurHRR sslesr BEN AL
IR AR AR, BOAE L R 2E e CSR JHEN sslesr FREIAM A RS -g HiAfesS -s mm—RMEM, i -f &oiiGEsS -g Em—kEm.
sslcsrgen -s T & 443E Al LU RIS 2 —:

1 CSR MUh4EM.

1 CSR RfFfE.

1 CSR ApIELEHET.

ﬂ ¥E: A CSR i, W4ZifE RACADM cfgRacSecurity A4l E CSR FB. filt: racadm config -g cfgRacSecurity -o cfgRacSecCsrCommonName MyCompany

Bl
racadm ssl csrgen -s
£

racadm sslcsrgen -g -f c:\csr\csrtest.txt

XEREO

1 A RACADM

sslcertupload
# A-26 BT sslcertupload T4 .

#* A-26. sslcertupload
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T L]

sslcertupload | W% 3 %] iDRAC L3 1H € X SSL %238 CA kil

RE

racadm ssl certupl oad -t <> [-f <WfF4>]

bl

# A-27 #WT sslcertupload iy 4% .

£ A-27. sslcertupload T fr 4% %

]

L

-t

FREE EREINERS, CA IIESRS A INE.
1 = MR&5 SN

2 = CA il

-f

TR EERMESCAR 4 o WURBEATRE SO, K 23l 470 H % ssleert SCft.

W), sslcertupload 2K IR [ 0, ASpL IR HlEE 4.

Pl

racadm sslcertupload -t 1 -f c:\cert\cert.txt

XEFHED

i RACADM

sslcertdownload

% A-28 BT sslcertdownload T4 .

# A-28. sslcertdownload

Tiré L]

sslcertdownload | A RAC § SSL IE T #EI% 7 (#1301 R 5.

RE

racadm ssl certdownl oad -t <% [-f <XF#4>]

B

% A-29 BT sslcertdownload Fir ik .

% A-29. sslcertdownload F &4 5

M

B9

o B RIAESE, Microsoft® Active Directory® (Al sl % 43 A .

1 = RS EINE




2 = Microsoft Active Directory iAil

-f e R RINET SR 4 . ARSI -F RIS, A S P AT H RN sslcert S,

W), sslcertdownload fir &Kkl 0, AR [ HE 2405 .

|

racadm ssl certdownl oad -t 1 -f c:\cert\cert.txt

ZEFRED

1 A RACADM

sslcertview
% A-30 il T sslcertview T4 .

% A-30. ssicertview

Thé Vi
sslcertview | 7% iDRAC FA77EM SSL R4 # 5 CA iAiE.

RE

racadm ssl certview -t <% [-A

I

% A-31 #H 7 sslcertview &k,

® A-31. sslcertview FfH 4t

| BLEE
-t | R EAEIIERA, Microsoft Active Directory YiEsl ik % 2 NIk

1 = JR&SEINE

2 = Microsoft Active Directory AiiF

-A | RERRRbRSE

i R

racadm sslcertview -t 1
Serial Number : 00

Subj ect I nformation:

Country Code (CC) : US

State (S) : Texas

Locality (L) : Round Rock

Organization (O) : Dell Inc.

Organizational Unit (OU) : Remote Access Group
Common Name (CN) : iDRAC default certificate

I ssuer Information:

Country Code (CC) : US

State (S) : Texas
Locality (L) : Round Rock
Organization (O) : Dell Inc.

Organizational Unit (OU) : Remote Access Group



Common Name (CN) : 1DRAC default certificate

Valid From : Jul 8 16:21:56 2005 GMT
Valid To i Jul 7 16:21:56 2010 GMT

racadm sslcertview -t 1 -A

00

us

Texas

Round Rock

Dell Inc.

Renote Access G oup

i DRAC default certificate
us

Texas

Round Rock

Dell Inc.

Renote Access G oup

i DRAC default certificate
Jul 8 16:21:56 2005 GMI
Jul 7 16:21:56 2010 GV

XRREO

1 A RACADM

testemail
% A-32 W7 testemail Tir4.

% A-32. testemail B &

Fae | UtH
testemail | il iDRAC I LT lB &R I BE .

RE

racadmtestemai|l -i <#7/>

UL
M IDRAC [ 5 H AR A AR L 7 Ao
EPAT testemail @4 A7, #ifR{E RACADM cfgEmailAlert 485 M3 5] i IR T T IEFMACE . % A-33 2t T cfgEmailAlert a4 7rfil.

#* A-33. testemail &£ &

# I e
Ji& & rg(iafm config -g cfgEmailAlert -o cfgEmailAlertEnable

-i
P H b gk racadm config -g cfgEmailAlert -o cfgEmailAlertAddress -i 1 userl@mycompany.com
B R T F RS T IB ALK 52 S B | racadm config -g cfgEmailAlert -o cfgEmailAlertCustomMsg -i 1 "This is a test!"
Hif’k SNMP 1P Hbhikfic B iE racadm config -g cfgRemoteHosts -0 cfgRhostsSmtpServerlpAddr -i 192.168.0.152
A 20 TR R A E racadm getconfig -g cfgEmailAlert -i <& 7/>

o <5 gl> R4 1 F 4z

% A-34 BT testemail Tar 4 LT

# A-34. testemail Fir & W


file:///E:/Software/smdrac3/idrac/idrac1.11/cs/ug/appb.htm#wp53546

IR | B
Si | TR T R R G

TRREO

1 Kl RACADM

testtrap
% A-35 W T testtrap Tad .

# A-35. testtrap

T | 9H

testtrap | il iDRAC ) SNMP FaBHER Bt

RE

racadmtesttrap -i <#&J>

i B

testtrap i @i A IDRAC il 2% b (946 52 HARBARHOTT 72 7 SOS KSR AL I IDRAC () SNMP [ E R D) BE
AT texttrap T4 i, #iff RACADM cfglpmiPet 49 ({5 E K 5] IEMifE .

4 A-36 R4t T cfglpmiPet ALHFIRAHI KA L

R A-36. cfg uTHHERE L

#i fr &

racadm config -g cfglpmiPet -o cfglpmiPetAlertEnable -i 1 1

B AR TURAE 1P Skl
B TR RERE 5 E

racadm config -g cfglpmiPet -o cfglpmiPetAlertDestIpAddr -i 1 192.168.0.110

racadm getconfig -g cfglpmiPet -i <% 3|>

Hr <Z 7> A 15 4 2T

WA
# A-37 BT testtrap T4 k.

# A-37. testtrap F & ¥

s VL]
S | HRE RS P E R 5 AR 1B 4 Z R

XEHEL


file:///E:/Software/smdrac3/idrac/idrac1.11/cs/ug/appb.htm#wp70697
file:///E:/Software/smdrac3/idrac/idrac1.11/cs/ug/appb.htm#wp70697

1 A RACADM

vmdisconnect
¥ A-38 1 7 vmdisconnect ¥4 .

#* A-38. vmdisconnect

Fhré Vi
vmdisconnect | %A 1T 5 i f % /7 i) iDRAC MEAU £ .

RE

racadm vndi sconnect

L]
vmdisconnect T fir & S VFT WiT 55— AN P I I 2 i . WiITiEd)n, Web FrIHS £ RIBIER MIERRIL. WA @4 RACADM A7/l

vmdisconnect Ffir4ff iDRAC I/ fil 55 I T I 47 3% 20 1) B A W 221 4% . i) RACADM getsysinfo 45 # i LATE RAC 26T Web Ftfi o Somisah le 0/ 1 231

XFREA

1 A RACADM


file:///E:/Software/smdrac3/idrac/idrac1.11/cs/ug/index.htm

H

iDRAC J& 548 FE H AN 5 e X

Integrated Dell™ Remote Access Controller R4 1.11
P

@ AT @ cfgRacSecurity

@ idRaclnfo @ cfgRacVirtual

@ cfglanNetworking @ cfgActiveDirectory
@ cfgUserAdmin @ cfgStandardSchema
@ cfgEmailAlert @ cfglpmiSol

@ cfgSessionManagement @ cfglpmiLan

@ cfgSerial @ cfglpmiPef

@ cfgRacTuning @ cfglpmiPet

L

ifcRacManagedNodeOs
iDRAC JEMEHEPEEL & IDRAC ML EL(E S . Bl HAR G R, X Gt QAR . AT T 8 M 80 SR 4L 211 1D,
fiilth RACADM 2 FIFE - MEFIALAIXT 4 1D KECHE IDRAC. LLFHBAM BT & GOFE X U T T, IS5 ea A5 .

BrAESASMIE, T TR E AR T i8R ASCH 745

EIEs =i
TR P AE DL T
abcdef ghi j kl mopgr st uvwxwz
ABCDEFGH JKLMNOPQRSTUWKYZ

0123456789~ | @$%&* () _+={}[]|\:";" <>, .2/

idRaclInfo
AL RS MR AT AT IDRAC HIRHE(S B

ZHRVFH ARG LA E R R

idRacProductinfo ( RiZ)

A RE

T, % 63 4~ ASCH T4,

RINE

Integrated Dell Remote Access Controller

L
TR SO 18

idRacDescriptionInfo ( Ri%)

@

ME

TR, W% 255 4~ ASCI F4F.


file:///e:/software/smdrac3/idrac/idrac1.11/cs/ug/index.htm

NN

BRGAMHRGE T — &% Dell PowerEdge 4 St i BET) A8 .

BB

RAC A SCA A -

idRacVersionInfo ( Hig)

M

T, % 63 4~ ASCH F4F.

Bl

1.0

BB
ERE TR le SESEE

idRacBuildInfo ( Ri&)

A 3l

T, % 16 4~ ASCH F4F.

RIME

47 RAC [EfFRA. #ll, "05.12.06".

B

A T R RRAS G T AT

idRacName ( RiE)

A MM

TR, % 15 4> ASCIH 7%

Bl

iDRAC

BB
FRLPH R R AR IR 200 4



idRacType (Ri®)

RINE

8

L

A ALY I 88 bR U IDRAC

cfgLanNetworking
ZHA TS TR HE IDRAC NIC.

Féﬂgig%gi%u ZALP T R E Y IDRAC NIC, X2 SO ER . e iDRAC NIC IP Hiuhl:i% A% GO 5% 1B AT V6 3 i P 2 0 IR 2R P A SE T 1P 3t
k8 ok BT IE B

cfgDNSDomainNameFromDHCP (i£/5)

E=pGic
1 (TRUE)

0 (FALSE)

Bl

0

L

47 IDRAC DNS 14 8 A4 DHCP it 555 40Fic -

cfgDNSDomainName (£/5)

A

FrEH, i 254 A ASCI #4f. B —ANFRNaUE s RE. PG R -

& #¥: Microsoft® Active Directory® R AL 64 My e 4 lE 4 (FQDN).

RINE

L

DNS 4. 2% A% 7 cfgDNSDomainNameFromDHCP # &% 0 (FALSE) A4 %4.

cfgDNSRacName (£/5)



a

ME

TR, % 63 A ASCH F4F. BAED—MFRNTEE.

$

E4 . % DNS RS % N 31 M sEDFHNATR.

BRiNE

rac- /R bRz

L

IR RAC 4fF, BRIMTEI FER rac-lR&54r#. ILSHAHE cfgDNSRegisterRac & El 1 (TRUE) I A4 A%k

cfgDNSRegisterRac (i£/5)

B3

1 (TRUE)

0 (FALSE)

RIME

0

L

£ DNS fiR%# LA iDRAC 4 F%.

cfgDNSServersFromDHCP (/%)

A XA
1 (TRUE)

0 (FALSE)

RINE

0

L

i5E DNS JIR%5 &% 1P bl A% i) DHCP IR #5430 C

cfgDNSServerl (i£/5)

EE ¢

BRIP4 R fil: 192.168.0.20.

L



Bi& DNS %4 1 (9 1P dblik. )@t R4 7 cfgDNSServersFromDHCP ##4 0 (FALSE) it A2

E4 &  7escsutdimi, cfgDNSServerl fil cfgDNSServer2 il bl B )y .

cfgDNSServer2 (i£/5)

A3

FORA R NP HHER T4 . Flin: 192.168.0.20.

BRIME

0.0.0.0

i
K% DNS 5548 2t 1P Hbhik. thZH A E cfgDNSServersFromDHCP ¥ % 0 (FALSE) IH Ak

& W fERCHbEEN, cfgDNSServerl fil cfgDNSServer2 w] A% B A [E) o fH .

cfgNicEnable (i/5)

A3

1 (TRUE)

0 (FALSE)

BRIAE

o

L

JEMEREET] IDRAC %5 8% . st NIC C481, %] iDRAC FLEFEMS % AT i i, JF H iDRAC 4 N igiEil At RACADM fi )]«

cfgNiclpAddress (i£/5)
B4 &: WBHAHTE cfgNicUseDhep ¥y O (FALSE) i A4 TAcH .

XA

FORAR P ML . Bl 192.168.0.20.

BAE
192.168.0.n

e n & 120 I ARG EEI S .

L

fRE BN RAC HOFA IP M. MEME R 7E cfgNicUseDhep ¥ A O (FALSE) A4 %%



cfgNicNetmask (/5)

B4 . Sz%A%TE cfgNicUseDhep ¥y O (FALSE) It 4 AlAcE .

B3

FORA BT MG 7455 . i, 255.255.255.0.

BRIME

255.255.255.0

L

JIT IDRAC IP il &5 2 LI 7 (GRS . SLm i AT /E cfgNicUseDhep ##y O (FALSE) I A 4124,

cfgNicGateway (i£/5)

Ed #&: S84 cfgNicUseDhep #E% O (FALSE) A Al fic ..

A

FORAMMS 1P M. fln: 192.168.0.1.

BRikE

192.168.0.1

L

FIF RAC IP HulEEFAS /BRI G 1P Hibk. th)Et WG cfgNicUseDhep ¥ E 4 O (FALSE) i 4452,

cfgNicUseDhcp (i£/58)

B3

1 (TRUE)

0 (FALSE)

BRINE

o

L

R R TE] DHCP 4E iDRAC IP Hihilk. i sb/@ i Bl 1 (TRUE), W4 M4 f) DHCP R4 %54 iDRAC IP $ithl. FRIHESAIM G, nRitEMRE N O (FALSE), M4
J cfgNiclpAddress. cfgNicNetmask I cfgNicGateway &AL 1P Hihil. T ROHERD ARG S .

cfgNicMacAddress ( HiE)

H M



#75 RAC NIC MAC Hulik 7475 H:

Bl

iDRAC NIC (12477 MAC Hifik. #ill1, 00:12:67:52:51:A3,

BB

iDRAC NIC MAC #thh:.

cfgUserAdmin
SELHBRAE A AL T R AR U ) RAC IR P R EAS B .

RVFLIE 16 MU AL SEDEIZOR D N,

cfgUserAdminlpmilLanPrivilege (i£/5)

[E s
2 (A
3 GRIELD
4 (BHER)

15 (ERR)

BAE
4 (gAM 2

15 By HeAd)

L

IPMI LAN i3 - (5 R AU o

cfgUserAdminPrivilege (£/5)

A XM

0x00000000 #| 0x000001ff

RIME

0x00000000

L

SRR YERRSE SO VE I B T A O . AR RN, VR E AR E A A

R B-1. A/ IRALHER

¢ B-1 W] T A DA QU AT A P AR B



F PR AR fr 7%
"Login to iDRAC" (¥3t¥] iDRAC) |0x0000001
"Configure iDRAC" (it iDRAC) | 0x0000002
FCEH A 0x0000004
R H & 0x0000008
AT BRSS B2l 4 0x0000010
g e b L 1) 0x0000020
Ui i fE A5 0x0000040
fise/k S0 0x0000080
PAT R A & 0x0000100
7~

42 B-2 RO T B — IS URLIR (%) P (KBBR8

£ B-2. H /7 BURALH#EH R B

PP B LR L T

AFeVE i iDRAC. 0x00000000

F P A %533 iDRAC JF# A iDRAC FIflRss # (5 .. | 0x00000001

PRI LLE S F] iDRAC Jf # A . 0x00000001 + 0x00000002 = 0x00000003

PR SEE] RAC, VIl B FLA B AT 1) il & H 2 7. | 000000001 + 0x00000040 + 0x00000080 = 0x000000C1

cfgUserAdminUserName (G£/5)

A

FrEH . KK =16,

BlE

W

EEGIH S %o WRRG R, WA B R SN TR el d i %5 .

WAEE / CERED N RAHR) . (2D . @ (at #'5) 5 5.

B4 i SbmPEGTLATE A

cfgUserAdminPassword (R5)

a

MfE

i, % 20 4~ ASCH 74,

&=

BRiME

L

IZM P IE . SR, F S gon s, TR a iR,

BN FRFH ) BB Z R G AR AR SR,

AR 4 PR fe 7 BT A, AR



cfgUserAdminEnable

A ME
1 (TRUE)

0 (FALSE)

BRikE

0

L

JA B A

cfgUserAdminSolEnable

A RE
1 (TRUE)

0 (FALSE)

RINE

0

L

JRIERAEAT LAN F847 (SOL) /'l

cfgEmailAlert
LA G HRECE RAC BT HEF RIS HL.

LUR AN A i e vz S AL 2 AP Se

cfgEmailAlertindex ( Hig)

R

1-4

BRiME

B HRAE DA S B

L

BRI 25



cfgEmailAlertEnable (i£/5)

A R¥E
1 (TRUE)

0 (FALSE)

BRiME

0

HH

LR AR G H AR A T REE b hE. B0, userl@company.com.

cfgemailAlertAddress

XA

A%, RRKEN 64 4~ ASCIH F4F.

Bl

HH

BRI LTI b o

cfgEmailAlertCustomMsg

A 3%

L

T B Y 1 5 S

cfgSessionManagement
SEAEE S HOH TR E A LAEHE ) iDRAC 142154,

ARV AL LN AR R



cfgSsnMgtConsRedirMaxSessions (3£/%5)

XA

L

R5E IDRAC R AVFIEOCIE ] & B2 [ 2154

cfgSsnMgtWebserverTimeout (£/5)

AR

60 - 1920

RINE

300

L
FEX Web Server i} . HEVERCE R VFERRRINE A BIRFRE B o WA E] T R YRR E R R, BN 1R oh BB O SR T 1 (A
I TR F MR B RO o

AR Web Server &ifiER R £15 .

cfgSsnMgtSshildleTimeout (/%)

A RE
0 (Tl

60 - 1920

RINE

300

L

SE X Secure Shell [/ EEN . SRR EAVHERRFERNE GRARIHA O ERE B o fUEE] 7 R E B MR, #a i 2if. st e m s SR 2 m 2 i 2 iF
BE G IF FHCESR LMEHBLE RO -

S

RATER T <"Enter" GIN) > )5, WM SSH 2ifiA4 2 SR LU FHR G B
Warning: Session no |onger valid, may have tined out C&%: il AfATR, wlhE )

HIULE G, RGLRAEER SSH £ shell.

cfgSsnMgtTelnetldleTimeout (EE/FAN)



A RE
0 (LR

60 - 1920

BRiME

300

BLE

S SULFR RS AT o ML) P B AR VPR N B QR BRIl () o U] T st)a s B e IR, st B 26 . 3B E M ORISR 2 TR
JRRRE R MR BB RO .

REHT <"Enter” GHIN) >, MHIMZRERLES 2 ERUFHIRE S

\arning: Session no |onger valid, may have timed out C&%&%: SUEAEAX, wlfECn)

WBLLE RS, RSESRFEE U E RN shell.

cfgSerial
4% IDRAC RS ML E 24

ARV — NI LUR AT IR R

cfgSerialSshEnable (i£/5)

B3

1 (TRUE)

0 (FALSE)

BRIME

1

L

Ji 4] iIDRAC LI SSH %11,

cfgSerialTelnetEnable (i£/5)

A 3l

1 (TRUE)

0 (FALSE)

BRIME

0



L

JA R4S IDRAC L AL 8 il G 3.

cfgRacTuning

SRR TRCE & AP IDRAC FC B Mk, EL A 24 11 A0 22 4 1R o

cfgRacTuneHttpPort (i£/58)

XA

10 - 65535

Bl

80

L

FREMKSE RAC #HT HTTP M&IHIE M 115 .

cfgRacTuneHttpsPort (G£/5)

AR

10 - 65535

RINE

443

L

fREFIRY IDRAC HEAT HTTPS WIZ0@{F 3 15

cfgRacTunelpRangeEnable

E<B: G-
1 (TRUE)

0 (FALSE)

RINE

0

L

JE FHEAE] IDRAC 1P bk Vi FR 96 E D -



cfgRacTunelpRangeAddr

B R

FREE, 1P Wbk, i, 192.168.0.44.,

RINE

192.168.1.1

L

TRE 2N 1P bk, o6 B i FE R (cfgRacTunelpRangeMask) H1if1#4> 1 ke .

cfgRacTunelpRangeMask

EF G-

AT XS TEALIARAE 1P FETG fi

BRIAE

255.255.255.0

L

FFE, 1P Mk, #ilin: 255. 255. 255. 0

cfgRacTunelpBIlkEnable

A

1 (TRUE)

0 (FALSE)

BRiNE

0

L

JEMEREENT RAC 1) 1P Sk BIE T fiE .

cfgRacTunelpBIlkFailCount

A

2-16



Bl

W

TEM 1P HudIEBEAT (8 2R B LERT, 2 1 (cfgRacTunelpBIkFailwWindow) P % 2L 85 k8 i ik .

cfgRacTunelpBlkFailWindow

H XM

10 - 65535

RINE

60

L

SESOH R R I (B0 o S BRI R RBIRUE , ATk,

cfgRacTunelpBlkPenaltyTime

A fE

10 - 65535

BRiME

300

HH

FESCRATIEZ RIGEIR A 1P bk i AT SR BARLE RN IR (GBD)

cfgRacTuneSshPort (i£/5)

AR

1 - 65535

Bl

22

BB

5 M1 T iIDRAC SSH #3115



cfgRacTuneTelnetPort (&/5)

XA

1 - 65535

Bl

23

L

4&5E T IDRAC telnet 45 13 15 .

cfgRacTuneConRedirEncryptEnable (i£/%5)

A RME
1 (TRUE)

0 (FALSE)

Bl

1

L

TR 6 2 R T AL

cfgRacTuneConRedirPort (/%)

A 3%ME

1- 65535

RINE

5900

L

TRETES IDRAC HEAT i 3 5L [ 2l 3] ) S A0 b i 5 22 S P AR 3 11

cfgRacTuneConRedirVideoPort (£/5)

A R¥dE

1- 65535



BRINE

5901

L
TRETEL) IDRAC HEATH) 5 T 5 1 17 30 300 1) U038 135 6 3 £ 2 11

B4 . S S etisaii sk iDRAC i

cfgRacTuneAsrEnable (/%)

A RE
0 (FALSE)

1 (TRUE)

NN

0

HH
JEHEREERT IDRAC 1 L jii st B Fii 3R I i «

B4 = s REANENIER iIDRAC Hik.

cfgRacTuneWebserverEnable (/%)

A RME
0 (FALSE)

1 (TRUE)

Bl

1

L

JiHIRIAE R iDRAC Web Server. WIAEHILEMY:, #HikEH% S Web HIM 2317 iDRAC. BN T telnet/SSH =4l RACADM #1152

cfgRacTunelLocalServerVideo (/%)

XA

1 (Enables)

0 (Disables)

Bl

1



W

JAR GTIP) BEEH GEHD AR %5 4L

ifcRacManagedNodeOs
BEZHAL B U S IR ST SRR RGN KB

ARV LG LR AR R R

ifcRacMnOsHostname (£/5)

LR G-

FR. BOKKE =255,

L

SRS A TN

ifcRacMnOsOsName (i&/5)

B3

FrFE. OKKE =255,

BRiME

L

SEAT RS A OHRAE RGBT

cfgRacSecurity

M TRCE S IDRAC SSL MIF%4 41k (CSR) thigtlkii%E . fEM IDRAC 4 CSR A, 4 E 4R .

25 RACADM sslcsrgen Fair 4 VR T AR A MRS 2 i R VeSS -

cfgSecCsrCommonName (GEE/EN)

XA

TR, RKE = 254,


file:///e:/software/smdrac3/idrac/idrac1.11/cs/ug/appa.htm#wp31790

ENN

BH

i€ CSR /M4 (CN).

cfgSecCsrOrganizationName (EE/EAN)

A

. RKE =254,

BRiNE

L

fiE CSR H44HK (0).

cfgSecCsrOrganizationUnit GEE/EN)

A3

. ROKKE =254,

BRiME

L

#i5E CSR 4141 (OU).

cfgSecCsrLocalityName (ER/EN)

EF G-

FR. BOKKE =254,

BRINE

L

i€ CSR Ml (L)-



cfgSecCsrStateName GEE/EA)

XA

FrFE . BOKKE =254,

Bl

HH

HRE CSR M/EEHK (S)-

cfgSecCsrCountryCode GEH/BA)

HXRE

TAH . MAKE =2,

ENN -

BH

fHE CSR [HZK (XD R (CC)

cfgSecCsrEmailAddr (EER/BA)

%A

IR, ORKE =254,

BRINE

L

i€ CSR HLF MBIk

cfgSecCsrKeySize (ZB/BN)

A RE
1024
2048

4096



RiME

1024

L

R CSR ) SSL dEXIFREH K.

cfgRacVirtual

IZAEAEMZHN T iDRAC BN BIDIRE. ZARVFA — Il LURANIAGHZA I R

cfgVirMediaAttached (/%)

A RE
1 (TRUE)

0 (FALSE)

Bl

1

BB

SEX ST USB S AR LB R B R G R R, R ES U R R 2 USB AT 5% o IXHA T A USB COROM/ S IREN 83 1E EF A% 1Y) USB
S 1o SRRV, WUAKIE ] iDRAC 2T Web S-S CLI EREEREFI I BL& . b RBE N 0 2iElii& S USB B4 .

Ea & 2SR RGA R DT

cfgVirAtapiSrvPort (i£/5)

LR -

1 - 65535

BRiNE

3668

L

fHE IDRAC s e A OB BT A i 3 115

cfgVirAtapiSrvPortSsl (i&/5)

B3l

AEFTAT O il 65535 -kl ¥ A H 3 115



BRIAE

3670

L

B SSL A FUESE T AN 3 o

cfgVirMediaBootOnce (i£/5)

B3
1 (2RI

0 (E4HD

RINE

0

L

JB FHEAER] IDRAC BB IR 51 SThAE. 01 RAE LU S 88 B3 51 it C8 FUL R, BTl AE 2o 25 s A T 35 46 51 5 — W R B a6 rP AT AR R

cfgFloppyEmulation (£/5)

HRE
1 (TRUE)

0 (FALSE)

BRIME

0

L

WREEN 0, Windows #1E RG LK EIVHAL IS4 AE T B0 HAE . Windows #(E RGRAEEHMEMIM AT C: B m. WEHN 18, BAFMIKS)SHI Windows #1E &
SUMEBELIREN 2% . Windows {R1E ARG & AR A 5 B,

cfgActiveDirectory

A E SN T E iDRAC Active Directory Hhfi.

cfgADRacDomain (G&/%)

A

AEFTAH BRI ATAT BN SCAR 77 . KEERRA 254 D54,

Bl



L

DRAC FifEf) Active Directory 5.

cfgADRacName (/%)

XA

AT BRI T BN SCAR 775 . KRR 254 D54

Bl

HH

Active Directory HtkHid 3t iDRAC 4 Fx.

cfgADEnable (i£/%5)

XA

1 (TRUE)

0 (FALSE)

Bl

0

BB

JAHE4E R iDRAC 1ff) Active Directory IS8, WURBLIEVECAEH, WIS AHRAE AL iDRAC SRiEBEST FI P %35t

cfgADAuthTimeout (/%)

B4 i #missuatt, w4 Configure iDRAC™ (FEE iDRAC) HUR.

A

15 - 300

RIME

120

PH

TRETEHBI AT2545 Active Directory JeilF i sk 58 UK AS 4L



cfgADRootDomain (/%)

A %M

TR 2 A% B T ENSCAR 745 8 . KZIR BN 254 T4,

Bl

L
HH A AL

cfgADSpecifyServerEnable (3£/5)

HRME

1 8 0 (True & False) .

RIME

0

L

1 (True) RuiFdiE LDAP si4 @4 H % 45. O (False) Z5H ik,

cfgADDomainController (i&/5)

HR 1P MuhEekse 4z E 4, (FQDN)

BlE

PN R

L

iDRAC fFIRE ML R LDAP BRIk 4.

cfgADGlobalCatalog (i&/5)

XA

HR 1P MuhkaRe 4z e 44 (FQDN)

NN

TERRIME



HH

iIDRAC i FHI i (L4 22 A g g S TR 05 28 2 4 2 42

cfgADType (i£/B)

A ME
1= J3H Active Directory ¥ JE4:H.

2 = J3H] Active Directory FrifE%f .

RINE

1= A

L

i 5 Active Directory —i2fd {148 257 .

cfgStandardSchema

ZAGESEN TECE Active Directory FrE4ety i .

cfgSSADRoleGrouplIndex ( Ai)

B3

M1 E 5 R

L

Active Directory Hid ®HIM MRS .

cfgSSADRoleGroupName (iZ£/5)

B fE

AEFTAN M B AT TEDSCA T o KPZRRIN 254 D74,

BRINE

(A

L

Active Directory Hid s M EH LK.

cfgSSADRoleGroupDomain ({/5)



LR -

AEFTANE M K T EDSCA TR o KEZRRIN 254 AFAF,

RIME

CEHED

L

MELAFTER Active Directory .

cfgSSADRoleGroupPrivilege (i#/5)

B R

0x00000000 #| 0x000001ff

NN

CEHED

L
fEH 2 B-3 IR HERD AL T A A (A B B T A AR .

R B-3. A AU PR KR HEY

A AR AL #6515

"Login to iDRAC" (%] iDRAC) | 0x00000001

"Configure iDRAC" (fit# iDRAC) |0x00000002

L 0x00000004
HEHRHAE 0x00000008
PUAT IR S5 4 ] i & 0x00000010
Vi e & L 1 0x00000020
Vi 1A AU A R 0x00000040
KPR 0x00000080
PAT PR A & 0x00000100
cfglpmiSol

AT FRCE AL LAN 54T (SOL) Thik.

cfglpmiSolEnable (i&/%5)

A ¥E
0 (FALSE)

1 (TRUE)



BRIAE

HH

JA AL soL

cfglpmiSolBaudRate (i£/5)

AR

19200, 57600, 115200

NN

115200

HH

LAN [ HR AT S0 A5 R

cfglpmiSolMinPrivilege (i/5)

XA

2 (HF

L

TRE SOL A7HUIT s (f /MR

cfglpmiSolAccumulatelnterval (/%)

HME

1- 255,

Bl

10

L



FRERIENSY SOL T M AT IDRAC — RN 1. ZERIET 111 Sms i ft.

cfglpmiSolSendThreshold (i£/5)

A RdE

1-255

RINE

255

L

SOL MIEFMHIME. J6EkiE SOL Hmtpi g i K7 4.

cfglpmiLan

MAMTEE RS LAN £ IPMI Z5fiE

cfglpmiLanEnable (/%)

A ¥E
0 (FALSE)

1 (TRUE)

BRikE

0

HH

Ja R LAN I IPMI 5200,

cfglpmiLanPrivLimit (i£/5)

A RE
2 (M

3 (fEID



FE LAN L IPMI sl 7 5 (6 SRR o

cfglpmiLanAlertEnable (G&/5)

A BE
0 (FALSE)

1 (TRUE)

RINE

0

L

J B P 4 P S A e AR S T 6 T A B L R /AR R A

cfglpmiEncryptionKey (/%)

A3

AR O B 20 FRFHT/NuEH TR

BAE

00000000000000000000

L

IPMI %4

cfglpmiPetCommunityName (/5)

H M

TR, B 18 M.

Bl

public

L

[Ei1E SNMP A2 R

cfglpmiPef
DAL TR L B 5 0 L P 6 TR A

ORI LA T T ] SR AR SRS, 752 IR 5 4 1t Do B f R T e 1



cfglpmiPefName ( RiE)

3

T, KK = 255,

RINE

| TR ) K

L

TR T 6 SO L 25 1 R

cfglpmiPefindex ( Ri&)

LR G-

1-17

BRINE

SRRy E A GE S

L

FE e T B LR RS

cfglpmiPefAction (/%)

A XA
0 ()

1 ()
2 (EED

3 CRHUREIFHL

BRiNE

0

HH

TR E MR AR A RSB RS 8 AT IR

cfglpmiPefEnable (i&/8)

XA



0 (FALSE)

1 (TRUE)

e

1

WH

J P B PR 52 ()7 6 A7 ik s

cfglpmiPet

SRAUT] TR RS 8% L RLE P & TP

cfglpmiPetindex (£/5)

B

1-4

BRIAE

LIV

BH

SRR L) 2% 5] e —FRIRA o

cfglpmiPetAlertDestlpAddr (i£/5)

XA

FORAR P ML . B, 192. 168. 0. 67.

NN

0.0.0.0

HH

FRE 2 PRSI B RR 1P Mhdik. EZAFIRSS 8% LA TS, BapHEICES 24RICE] SNMP BB,

cfglpmiPetAlertEnable (£/%)

A XME

0 (FALSE)

1 (TRUE)



B

L
Jet PSS VRS S«
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H 3%

RACADM i SM-CLP &4y

Integrated Dell™ Remote Access Controller B R4 1.11
)i Vakit]

2 C-1 57 RACADM AN R ENMILLE, SM-SLP 7£ SM-CLP MAP R {25 & .

# C-1. RACADM 4 /xR SM-CLP &

oemdell_adservicel

RACADM # /5% SM-CLP L]

idRaclInfo

idRacName FHF, % 15 A ASCI F4F BRik: iDRAC.

idRacProductinfo TR, % 63 4~ ASCIl F5f. #ik: Integrated Dell Remote Access
Controller.

idRacDescriptioninfo TR, W% 255 4~ ASCH F4F. Bik: REHMGRET —ESBN Dell
PowerEdge JI# 4481 2 & # 3 ik

idRacVersioninfo T, B% 63 4 ASCI TR, BRik: 1

idRacBuildInfo FhRE, W% 16 4~ ASCI F4.

idRacType ik 8

cfgActiveDirectory /systeml1/spl/

cfgADEnable

enablestate

0 %5, 1 M. Bik: O

cfgADRacName

oemdell_adracname

T, W% 254 DT

cfgADRacDomain

oemdell_adracdomain

FrE, BE 254 NEfE.

cfgADRootDomain

oemdell_adrootdomain

T, % 254 NTA.

cfgADAuthTimeout

oemdell_timeout

15 #| 300 . Ekik: 120

cfgADType

oemdell_schematype

1 ONARAESRM, 2 f TRAK . BRA: 1

cfgADSpecifyServerEnable

oemdell_adspecifyserverenable

SR, $65E & LDAP A4 H RS 2.

O %8, 1AM, Bik: O

cfgADDomainController

oemdell_addomaincontroller

LDAP R i Rk il DNS A Fkek 1P k.

cfgADGlobalCatalog

oemdell_adglobalcatalog

LDAP 83 {8 il 11 42 Jri 4 I IR %5 251 DNS & FRE 1P bk

cfgStandardSchema

cfgSSADRoleGrouplindex

/systeml/spl/groupl &
/systeml/spl/group5

RACADM — #1%7| 1D (1-5).

SM-CLP — Jtiht ik 12ik+%.

cfgSSADRoleGroupName

oemdell_groupname

T, W% 254 MEF.

cfgSSADRoleGroupDomain

oemdell_groupdomain

TR, % 254 NERF.

cfgSSADRoleGroupPrivilege

oemdell_groupprivilege

fE7E 0x00000000 FI OXO00001ff Z [a] A7 HEfiS .

cfgLanNetworking

/systeml/spl/enetportl

cfgNicMacAddress

macaddress

L) MAC Mk, ASAT4iE .

/systeml/spl/enetportl/
lanendptl/ipendptl

cfgNicEnable

oemdell_nicenable

0 45 NIC, 1 JaH NIC. Btik: O

cfgNicUseDHCP

oemdell_usedhcp

O M B H A ML, 1 {4/ DHCP. Bik: O

cfgNiclpAddress ipaddress iDRAC IP ik, ZRik: 192.168.0.120 MRS 245 .
cfgNicNetmask subnetmask iDRAC % F [T, BRik: 255.255.255.0
committed LAME LR, committed REHN O URRHE M AR REEN 1 RIEHCE.

Bik: 1
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/systeml/spl/enetportl/lanendptl/
ipendptl/dnsendptl

cfgDNSDomainName

oemdell_dnsdomainname

TR, % 254 A ASCH F4F. WA NFRNTEE

cfgDNSDomainNameFromDHCP

oemdell_domainnamefromdhcp

WEN 1 ) DHCP 3%, Bik: O

cfgDNSRacName

oemdell_dnsracname

FAEH, % 63 A ASCH F4F. AAES—MFIFNF . Bik: iDRAC- /i Dell
RS4R3

cfgDNSRegisterRac

oemdell_dnsregisterrac

WEy 1 7€ DNS fifl} iDRAC #F5. #Rik: O

cfgDNSServersFromDHCP

oemdell_dnsserversfromdhcp

WHEA 1 M DHCP 33 DNS fi4vstiht. #Rik: O

/system1l/spl/enetportl/lanendptl
/ipendptl/dnsendptl/remotesapl

cfgDNSServerl dnsserveraddressesl #o DNS M s5ds 1P bk (¥ 545 5 o
/systeml/spl/enetportl/lanendptl/
ipendptl/dnsendptl/remotesap2

cfgDNSServer2 dnsserveraddresses2 #7R DNS RS2 1P Hhbik i 7558 .

/systeml/spl/enetportl/lanendptl/
ipendptl/remotesapl

cfgNicGateway

defaultgatewayaddress

FORERNSE 1P ki 745 R . BRik: 192.168.0.1

cfgRacVirtual

/systeml/spl/oemdell_vmservicel

cfgFloppyEmulation

oemdell_floppyemulation

BEN 1 AR Bk O

cfgVirMediaAttached

enabledstate

¥ 1 (RACADM)/
VMEDIA_ATTACH
(SM-CLP) LA

. Bk 1

(RACADM)/
VMEDIA_ATTACH (SM-CLP)

cfgVirMediaBootOnce

oemdell_singleboot

BER 1 WFREN BT F U5 Bk 0.

/systeml/spl/oemdell_vmservicel/
tcpendptl

oemdell_sslenabled

WARJRA SSL AT~ MEMA R B, WikEAN 1, BUEREN 0. Al gwik.

cfgVirAtapiSvrPort

portnumber

TS AN R & K5 0. Bk 3668

/systeml1/spl/oemdell_vmservicel/
tcpendpt2

oemdell_sslenabled

WARJEH SSL AT AR T, WkEA 1, BUEEN 0. FrlgwiE.

cfgVirAtapiSvrPortSsl

portnumber

T H A BN TBRAI S . Bk 3670

cfgUserAdmin

/systeml/spl/accountl
Z /systeml/spl/accountl6

cfgUserAdminEnable

enabledstate

WEN L EAMP. Bk 0

cfgUserAdminindex

userid

M1 E 16wl

cfgUserAdminlpmiLanPrivilege

oemdell_ipmilanprivileges

2 (M)« 3 GRfER) . 4 CERED 8 15 CERUR) . BRik: 4

cfgUserAdminPassword

]

FHEE, % 20 A ASCH F5F.

cfgUserAdminPrivilege

oemdell_extendedprivileges

£ 0x00000000 I 0x000001ff Z [AlFIfH#E%. Ekik: OXxO0000000

cfgUserAdminSolEnable

solenabled

WHN 1 RV EATLAN ST Bk O

cfgUserAdminUserName

username

TR, % 16 MER.

cfgEmailAlert

cfgEmailAlertAddress

R HbRdbE, % 64 MEfF.

cfgEmailAlertCustomMsg

B THE R REES, RE 32 AT

cfgEmailAlertEnable

BHEA 1R TSR, Bk O

cfgEmailAlertindex

LTI ERSEBI RSl 1 ] 4 ZIMAEL.

cfgSessionManagement

cfgSsnMgtConsRedirMaxSessions

RVFIIIF Rt & EE M ST (L 2) .« Bk 2




cfgSsnMgtSshidleTimeout

SSH il B NI, 0 ZAM = 60-1920 . Eik: 300

cfgSsnMgtTelnetldleTimeout

telnet iEMMNATE NI 4. O FHHEN I 60-1920 #. Bkik: 300

cfgSsnMgtWebserverTimeout

Web FH2 1IN A28 0 04, 60 %] 1920 #. Bik: 300

cfgRacTuning

cfgRacTuneConRedirEnable

BEN 1 R MEGaEEr, 0 M. Bik: 1

cfgRacTuneConRedirEncrypt
i

WE 1 s 6 e R M AGE A RN, 0 A, Bk 1

cfgRacTuneConRedirPort

FFfal 6 FE 3 . BRA: 5900

cfgRacTuneConRedirVideoPort

FH T4 & WA S i 93 1. BRIL: 5901

cfgRacTuneHttpPort

Jil-F Web Fiii HTTP [93 1. BRik: 80

cfgRacTuneHttpsPort

FIT24 Web $ifi HTTPS i1, BRik: 443

cfgRacTunelpBIkEnable

WEN 1AM 1P Bk, Bik: O

cfgRacTunelpBlkFailCount

FHAE 1P A8 R IMCE R 4R E (2 B 16) . BRik: B

cfgRacTunelpBlkFailWindow

ANHEAT RO S RN [ B ¥ (10 F) 65535) o BRik: 60

cfgRacTunelpBlkPenaltyTime

FRLIE 1P PR B R AR T P2 %L (10 3] 65535) . #Rik: 300

cfgRacTunelpRangeAddr

IP St LR A 1P Huhl. BKik: 192.168.0.1

cfgRacTunelpRangeEnable

WEA 1Y IP EEME. 2k 0

cfgRacTunelpRangeMask

S B EE IR AT 2 1P HBhEIALAERS . BRIA: 255.256.255.0

cfgRacTunelLocalServerVideo

WEA 1 EHAM KM 561G, Bk 1

cfgRacTuneSshPort

SSH MRF FiM M A . BKik: 22

cfgRacTuneTelnetPort

telnet RS TS O Bk 23

cfgRacTuneWebserverEnable

WEN 1 A iDRAC Web 11, BRik: 1

ifcRacManagedNodeOS
ifcRacMnOsHostname ZERE BN ENSL. HE 255 MEFHINFIRE.
ifcRacMnOsOsName ARG R ARG SR . % 255 NIRRT .

cfgRacSecurity

/system1/spl/oemdell_racsecurityl

cfgRacSecCsrCommonName

commonname

Active Directory ¥ #%. F#H, &% 254 Ao,

cfgRacSecCsrCountryCode

oemdell_countrycode

Active Directory % GfiX) X%, 2 MF4F.

cfgRacSecCsrEmailAddr

oemdell_emailaddress

T NER A RGBT bk 77, % 254 N7fF.

cfgRacSecCsrKeySize

oemdell_keysize

FYIKSE (512, 1024 5 2048) . #Kik: 1024.

cfgRacSecCsrLocalityName

oemdell_localityname

Active Directory Mm% #k. FHH, &% 254 7.

cfgRacSecCsrOrganizationName

organizationname

Active Directory H4I%Hk. F15H, HE 254 MEfF.

cfgRacSecCsrOrganizationUnit

oemdell_organizationunit

Active Directory M4V 148 . T8, &% 254 N34,

cfgRacSecCsrStateName

oemdell_statename

Activity Directory [HZE &K, Ffd, W% 254 M7,

cfglpmiSol

cfglpmiSolAccumulatelnterval

RIEHAILAN b AT SR R AT A A i R M4 (1 F) 255) . BRiA: 10

cfglpmiSolBaudRate

“LAN R 47 % (19200, 57600, 115200). %ik: 115200

cfglpmiSolEnable

BWEA 1 HH"LAN LR, Bk 0

cfglpmiSolSendThreshold

Kk SOL B niicsRmF N 745% (1 &) 2565) . Bik: 255

cfglpmiSolMinPrivilege

f5iF SOL B/ M. 2 (D « 3 GEfESD 8t 4 GFHGD . BRik: 4

cfglpmiLan

cfglpmiEncryptionKey

0 | 40 ATNHERIE AT . BRIk
0000000000000000000000000000000000000000

cfglpmiLanAlertEnable

WHEM 1 EH IPMI LAN %4, 2Rik: O

cfglpmiLanEnable

wEN 1 J5H IPMI over LAN £, Bkik: O

cfglpmiPetCommunityName

R% 18 MR TAFH . Bik: public

cfglpmiPef

cfglpmiPefAction

R E) A ZEREUERAE. 0 ) « 1 CGRHL « 2 (FBD « 3 CRHUGTIFHL -




Bik: 0

cfglpmiPefEnable

BEHAN 1 RAPFAFERL. Bk

o

cfglpmiPefindex

AR R S
@-17)

cfglpmiPefName

FEFNAR, B 254 MFRHOTH . 4.

cfglpmiPet

cfglpmiPetAlertDestIpAddr

BRI 1P dbhE. 2RiA: 0.0.0.0

cfglpmiPetAlertEnable

WHEA 1 BTG HEEEE. Bk 1

cfglpmiPetIndex

FEFFHPHNZRS S (1-4).

£ C-2. RACADM T#ré A SM-CLP %4

RACADM Fir 4

SM-CLP

L

sslesrgen -g

set /system1/spl/oemdell_ssl1l oemdell_certtype=CSR
set /system1/spl/oemdell_ssl1 generate=1

dump -destination <iDRAC-CertificateSigningRequest-TFTP-URI> /system1/spl/oemdell_ssl1

HRIE T SSLMIEA 4R (CSR)-

sslesrgen -s

show /system1/spl/oemdell_ssl1 oemdell_status

B[ CSR RIS FEIRE o

sslcertupload -t 1

set /system1/spl/oemdell_ssl1l oemdell_certtype=SSL

load -source <iDRAC-server-certificate-TFTP-URI> /system1/spl/oemdell_ssl1

# IDRAC JIR%5 4% IIE 133 iDRAC.

sslcertupload -t 2

set /system1l/spl/oemdell_ssl1l oemdell_certtype=AD

load -source <ActiveDirectory-certificate-TFTP-URI> /system1/spl/oemdell_ssl1

¥ Active Directory iAiF 4] iDRAC.

sslcertdownload -t 1

set /system1/spl/oemdell_ssl1 oemdell_certtype=SSL

load -source <iDRAC-server-certificate-TFTP-URI> /system1/spl/oemdell_ssl1

M iDRAC F#:; iDRAC Hi45 2% IAiE .

sslcertdownload -t 2

set /system1/spl/oemdell_ssl1l oemdell_certtype=AD

load -source <ActiveDirectory-certificate-TFTP-URI> /system1/spl/oemdell_ssl1

M\ iDRAC T#k Active Directory iAil.
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H 3%

iDRAC #fY%

Integrated Dell™ Remote Access Controller [E R4 1.11
Vak k|

iDRAC i hfit
iDRAC ‘%41t

N
T

SCHFIRAE RS

ZHEE Web %aE

SCHR IR 1) P

Integrated Dell™ Remote Access Controller (iDRAC) J&—Fh R4 HLAE - AR i %, T4 Dell PowerEdge™ R ML BT A . it RIS R B Pl Tk .

IDRAC 7537 P U T /47 ) R G0 A PRI Py b RS F4% . IDRAC 57 T-24% PowerEdge % B RLibT L. IS5 880 0E 240, WL Microsoft® Windows® s Linux (%
4, HIAT RN IDRAC 1 3T W RIS IR A R G022 S A AR 55 4 R BERLIR S o

A LABLE iDRAC [ S K16 H 7 ISR B B 0 2% A B8 (SNMIP) s e Rl Ja e 5 R o SR B2 T SR G004 5 rT B IR, IDRAC ] DATE R ) 28 58 93 It it 107 S P 4 3
Ef.

RSB A5 (R Dell M1000-e REHUE (WL w1, Hpifdfa Bl g & . WHKEM Chassis Management Controller (CMC). CMC M # I B4 - 2235 M BT 4l
fhe WA CMC UATEE% CMC &AM EAT AR A2 . MLASIEIE LCD SR bi . Abdisthl ik ) H web FHERHEE] iDRAC [T

FiAE| IDRAC MM IERHGTIE CMC 210 (BRI "GBL"[f) CMC RI45 JEFI ) . CMC i % JT] Ay #4605 6 ey 505 55285 L (¥) IDRAC. 1 JT1 7 HEL 0 2% 7 IR 55 25 a2
SRIF BLTERRAE RGE TR S, WS, AT A0 7 A 2635 LB HUAS P9 22 B AN BES. (1OM) Skl .

iDRAC %35 FTBRIME B R A4S . AU JLEATACE, 4 kUi iDRAC o 24 iDRAC Tt I HLAEM% LACE S, WLAER iDRAC web #11. telnet 5t SSH AISCHRE 4% 45 B Bl
GERET A D [IPMID BB 1P Mkt E 4737 .«

iDRAC EH T fiE

iDRAC $ 4t LL T FE D) fi:
1 B4 RS (DDNS) i
1 Web $%11. Al RACADM v & 47 S B #41 £ FLE 10 LA K SM-CLP i 2ATilid telnet/SSH MR Tz FE & 44 FLAN M
1 %¥ Microsoft Active Directory® BiF — M FRHESLHISRY FE42H94S iDRAC I/ ID MIETL4Eeh7E Active Directory diH{7 Tl
VORI G TR — RONER RS MR RAR DI
1R — RV RS AU Management Station A £ 5 RS 85 Bk 45 3L K 1SO CD/DVD W4
v R — BROUE ARG SAAARRE F R
vOVIMRGHE — BRI RGFEH S, IDRAC H BB EOC R R G L YOI BB, A2 RGORE (15
1 Dell OpenManage™ ¥4 — %A Dell OpenManage Server Administrator 5% IT Assistant iz iDRAC Web %ifi
1 iDRAC it — B UBAEEC SNMP B I 7 52 5710 A ol A 4
v OEFRREE I — AW ERRH AR GLE R R TR IIRE,  Hk ] R
v BREFEEIED (PMI) HF
VOCERIEEE (SSL) N — il Web SR A MR RS HL
1 BRSO AT — BRI R R G

VOO — NRFM RS BRSO 2 AC AR

iDRAC Z4& Tk
iIDRAC #Ef LT %4 Tt
1 i#id Microsoft Active Directory (R[iE) SREEHRAFIIM ' 1D RIS )y P S HE40HIE
VRTINS A R B E AR
1 il Web FfiEG SM-CLP HETH /M 1D FIE gL

1 SM-CLP il Web Ftifi, 3 128 fiifll 40 fi (HTFASCR 128 fin#iEZK/AbX) SSL InEHA
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1 JEi Web sk SM-CLP A7 2 il AL E (LURS g Bpr)

vOAECE P S (FEARRIEL R

E4 : Telnet Rk sSL k.

1 Secure Shell (SSH) , HA% F N4 )2 92 DU E i) 22 4 4

VA P HBBERE SR RG], AR L BERR I BT OR  1P bk B R

1 [REIERE] IDRAC HI% I 1P HBhEVER

X E

iDRAC X f¥ Dell PowerEdge M1000-e RZHLIH LT PowerEdge R%i:

1 PowerEdge M600

1 PowerEdge M605

& IDRAC HIAL A (Dell PowerEdge #7M#6R) (AT Dell SZFME5 support.dell.com) LA T fEEGHTSCRIITG .

XRFHIBRAE RS

% 1-1 I iIDRAC [M#AE R % .

iz Dell %M support.dell.com i) (Dell OpenManage Server Administrator ##1£#557) T s 2.

£ 1-1. XIFHBRERS

BRIERGR

RERG

Microsoft
Windows

Microsoft® Windows Server® 2003 R2 Standard fil Enterprise (32-bit x86) Editions, i SP2

Microsoft Windows Server 2003 Web. Standard #ll Enterprise (32 fii x86) Edition, 77 SP2

Microsoft Windows Server 2003 ksl (x64) (£ SP2)

Microsoft Windows Storage Server 2003 R2 Express. Workgroup. Standard fl Enterprise x64 Edition

Microsoft Windows Vista® Gold Business I Enterprise Editions
Microsoft Windows Server 2008 Web. Standard f1 Enterprise (32 {i x86) Editions

Microsoft Windows Server 2008 Web. Standard. Enterprise fll Datacenter (x64) Editions

¥: %% Windows Server 2003 with Service Pack 1 i, Rk DCOM %A . 1N,
support.microsoft.com/kb/903220.

it %% Microsoft %ML 903220

Red Hat®
Linux®

Enterprise Linux WS, ES fil AS (iik 3) (x86 fll x86_64)
Red Hat Enterprise Linux WS, ES fl AS (i 4) (x86 1 x86_64)

Enterprise Linux 5 (x86 fl x86-64)

SUSE® Linux

Enterprise Server 9, ## Update 2 fl Update 3 (x86_64)

Enterprise Server 10 (Gold) (x86_64)

T E Web 31528

° TR G EE AR TSR 32 {1 Web W% . H 64 17 Web 3% 25 ] At 227 £ JC L TIURH 45 SR sl il bt o

4 1-2 JItH T1E IDRAC % F i S F7 i) Web i i8s.

2% IDRAC X1 (Dell OpenManage Server Administrator #4145/ ) (hiF Dell MG support.dell.com) | i EHiE R .

R 1-2. FH Web W K




BIERG

XHH Web 3 %58

Windows

Internet Explorer 6.0 (32 fi) , #4j Service Pack 2 (SP2), HHF Windows XP #l Windows 2003 R2 SP2.

Internet Explorer 7.0, X AT Windows Vista. Windows XP fil Windows 2003 R2 SP2

Linux

Mozilla Firefox 1.5 (32 fi) , HHF SUSE Linux (FiiA 10)

Mozilla Firefox 2.0 (32 i)

SCHF R ) EE R

% 1-3 BRI

# 1-3. XRFHEEY I EE

i3 hhe
iDRAC NIC 1 10Mbps/100Mbs/1Gbps LLKK, j#iid CMC Gb LAKM I H
1 DHCP 3ff
1 SNMP [ B AT L i e
1 % SM-CLP (telnet 5 SSH) 4 shell, {7l iDRAC FCE. RGEHED. EiL. FFHUREHLdr 254 AF
1SR IPMIE AJFEF, Bl ipmitool fil ipmishell
iDRAC % M

4 1-4 Fth iDRAC il i H -

# 1-4. iDRAC R&-8 MW 35 0

"Port Number” (3B0%)

ok

22* Secure Shell (SSH)
23* Telnet

80* HTTP

443* HTTPS

623 RMCP/RMCP+
3668*, 3669* HEAA TR
3770%*, 3771* HEAA 2 42 AR S5

5900*

PG HEE A AR

5901*

PG EE A P

> T FC 5

# 1-5. iDRAC & 0

“Port Number" (3H0%) |Zhék
25 SMTP
53 DNS
68 DHCP J}CIf) TP i
69 TFTP
162 SNMP Bt
636 LDAPS
3269 443 (GC) LDAPS

5T R T AL U B SO

4 1-5 bR iIDRAC FITE% /s . MFTHFB K HELLZAZ VI I IDRAC I, 5 ZEULfE o
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(EAATTIER) WEE T RGERCE . WA B H R 58 LA S BRI
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ARG EIRAF BN T AP TIRE . R, 2RI AR A
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JHFALE iDRAC [ 5t

ALEM% (f#/ CMC Web i)

F % iDRAC [ {4

ARSI T W ST IDRAC Yy I LA K ] A B A BEFR S DA ] IDRAC.

TFoR 2 H

ALHE iDRAC B8 LA FIH -

1 Dell Chassis Management Controller /4 /#5#%

1 Dell PowerEdge Installation and Server Management CD

1 Dell Systems Management Consoles CD

1 Dell PowerEdge Service and Diagnostic Utilities CD

1 Dell PowerEdge Documentation CD

ATEE

iDRAC KI5

ATLMER] iDRAC BLE AR iDRAC Web 41l 4t RACADM CLI & SM-CLP CLI ACH iDRAC. fE2E MRS & LuifE RGN Dell PowerEdge R & E MG, Ak
RACADM CLI AW H. & 2-1 #ix 2L .

° VER: [RINREAT A DL b O B R I R A RO R

x 2-1. BERE
E: 3] Y
i?R;;:EE TEJEBI T, IDRAC BCHE A IR TIEZ R4 PowerEdge RS S5 . SRR E W 4% RIEE A e A T DA BB T g
AR
iDRAC Web | iDRAC Web FT 46Tl W 48 47 B F AT, 7T LUk A H AR B iDRAC Rl . R HWATS (i RGN, B6 ALY H &, FHAM iDRAC
Friil FLEE) CMC Web S A & B 5 40 i) #5251,
CMC Web | BT F A EHLA, CMC Web FUIIT R AF 2 IR 55 3 H0RA . AL iDRAC ML, LARJAE). (5 1k sl B2 i R 55 2%
i)
HUA LCD TR | iDRAC FIfENUF L LCD MR Al Fl A 2 B WU b IR S5 2RI i AR A . 76 CMC HIRGEC VI, BCFLIM 22 vF il iIDRAC M5 () DHCP it .
A Aitn RACADM i A 47 SHIIFE 245 Ik 454 384T, WA IKVM D7 BN iDRAC Web S JH sl kil & 558 [ 235 K7 Ui . 4% %% Dell OpenManage Server
Racadm: Administrator itf, RACADM #2345 28 i 55 2% L.
i RACADM 54 nJ LLijj [l JLF-FTA7 iDRAC Zhii. LU AL S EEE . R FAF R BILRELK IDRAC H4ed i Y iR S AR EL . 7SS iDRAC RLF(.
AN P R A TR, DURAT RURIORE, Ok A ST 0 RS
iVM-CLI1 il IDRAC B AT 44T 4T (IVM-CLI), 2 R4 %7 L Management Station RRIAR. SXAEH A BT IF RIMA KL SN2 8RS8 Rl e RS,
SM-CLP SM-CLP & iDRAC mh ¢ (1 55 45 #E TAE IR 245 B fr 24T Wi (SM-CLP). {ifl telnet Bk SSH #3% iDRAC A[ijjli] SM-CLP 417 .
SM-CLP i &2t 747 ¥4 ls RACADM 54 F4E. iX8edy X ARG SR, FOYEATATLUN Management Station @5 & 4THAT . 4 4 th ol LTI 5 SO
MRk GG XML BEATRLER, AR B B g 5 LUK S B0 4 A B T R A T 4
WS HRACADM il SM-CLP “§{/ Z&%& RACADM il SM-CLP iy 4 Z [AlffIxfLL .
1PMI1 IPMI A N A ELT RS0 (U1 IDRAC) 31—l 5 H e A 2R GRS B8 F R A T I 5 0 oty

T ELiEF iDRAC Web 71, SM-CLP @ RACADM fir&ieE IPMI & HifHiiikds (PEF) AT-G N (PET).
PEF {8 iDRAC 7EH T EI 1 B $0AT AT R HRAE (L3 232 A RS 78D o PET $5% IDRAC 7ERIN 46 & FF s R % FE T IR EFEL IPMI 254,

TEJH A IPMI Over LAN J5, W LLY iDRAC BCAfEHbRE IPMI TH, 41 ipmitool #1 ipmishell.
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Ao G4 Management Station, iDRAC A2 IR SR IOACEAT % . EHATIMES WISACE iDRAC LML MEM . Ao E EAH Y iDRAC Ihit. (B2 M4 Lk lE R4,
PAKTE Management Station IS4 454 B4 B 1

A LA SR TRAMES AL B AL S ST S5 2

Ed v iAdss R BT, LATENUR R ORI E CMC ALY, L PowerEdge R4 R4S IR S AEHLAT .

it ® Management Station
j#it % Dell OpenManage ¥ff. Web ¥ a5 LA R H e - A RS 7k % E Management Station.

1 EZEECE Management Station

BB iDRAC W%

JEH iDRAC MIZIFICTE 1P FIZEHERS. F5CA DNS Hiudik.

4 & %% iDRAC %l B &2 11 481 T4 5] IDRAC %4 4 H% .
E4 3 J#E CMC YIRS E IR A o] Lk B (5T LCD MR RS . PEHUAIS ., LCD HHUR A T Effic . iDRAC.
E4 #: LCD Mi#RAT A% A A DHCP BAiLE iDRAC % . RS RiEbt, ©AiH A iDRAC i AMRFE CMC Web FHii.

1 M4 LCD itk — %5 (Dell Chassis Management Controller //'#58) .
1 iIDRAC MEAMMEF — WS LAN

1 CMC Web Ftifi — #Z0 "ALEMY ([#H] CMC Web 7D "

1 RACADM — iiiZi"cfgLanNetworking"

BB iDRAC A
P A iDRAC P RIBUR. iDRAC fEMMHE T — M TR 0. aTLUNREH M 4. Bfif .
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1 iDRAC Web Ftili — & UL iDRAC I

1 RACADM — 2" il iDRAC fi)"

"Configure Active Directory” (EZE Active Directory)
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1 RACADM — i§Z[icE IP fiiit (IpRange), ACE IP PH%E

M EF 654
2 IDRAC MIEAN 52 M55 4 A e i i R0 8 5 2% 7™ A LI 2 R A 65 A
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1 iDRAC Web 71l — i ALE 1 & HHEUE (PET)

1 RACADM — [il# PET

EEE"LAN k4T
"LAN FH:A7"(SOL) A —F IPMI e, fovrmid 4% e o) 245 IR 2 473 1 170, SOL SR IDRAC 451 & 5 [0 Uy fE

1 iDRAC Web F1il — &5 Al LAN EHifr

v SR GUI il f TE

EE iDRAC JB%

JAHEAER IDRAC 4IRS — i telnet. SSH 1 Web RZS#5 7 — JFEHIACE i DAL E RS S 4.
1 iDRAC Web 51l — % AL IDRAC %

1 RACADM — & " i/l A4t RACADM fit# iDRAC Telnet fil SSH fifi 55"

BEBEZE£EEE (SSL)

Jy iDRAC Web JIi4%5 iCE SSL.

1 iDRAC Web 71l — W5 p 4807 )5: (SSL

1 RACADM — i#%[#lcfgRacSecurity, sslcsrgen, sslcertupload, sslcertdownload, sslcertview

Tie B A R

FCEL A BT RELMETT LUTE PowerEdge IR a4 123 fE RSt MU R RVFZF RS 4Vl Management Station E[#/h & 2# M2 JE 501 1SO CD/DVD WMR, i (52
ARG s LB FE

1 iDRAC Web St — i LB A A

1 iDRAC BLEAHIER — W20 BT

REHEZE RS/
BRI E PowerEdge fR%58% 4¢3 Microsoft Windows 5k Linux #:{E R4, #JEE%%E PowerEdge %58 [4%% Dell OpenManage #fFHF&E LU it #h .
VBRI — WSRELITE

1 iVM-CLI — 7 2 B T2 00 9 i 447 7 T 0 AR

B B 328 k95 4% 1 b ORI bR T e
VLR S5 DL IDRAC FTLIEBRIE R 400 ek KR .

VRS — WSR2 AR S 8 DA YO YR &, 25T Windows [ ) TR 5| I

BLEBEM% (£ CMC Web #1H)

Ed & wZiRAHRER B S SRR A fE CMC ¥ H IDRAC N4 EH.
K4 &: 2k cmc A4 root, 19 calvin.
E4 3#: CMC IP jishbTTLIfE iDRAC Web FHliH3kE], J7ikLihidi System™ (R4 — "Remote Access” GEREW M) — CMC. EW MILTURE) CMC Web Fifi.

1. M web H%#ETE A URL https://<CMC-IP-address> & https://<CMC-DNS- name> %3t CMC web Fi /' 5.

2. ffiN CMC i 4 ME i IF i oK™ (&) -
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3. i AfF Chassis™ (BLE) 5MS (+), LMl Servers™ (JR&E#) .

4. i Setup” (WHE) —>"Deploy” (#E) .

5. MR #EA LAN, JriditdEnable Lan” (R Lan) bRl F iR #5500 S % HE .

6. JHHEAEH IPMI over LANI, J5idiftifsp oy £ it Enable 1IPMI over LAN™ (Bl IPMI over LAND Hrilll |55 % 55 (1) ST AE .
7. NHRE IS FHEZEH DHCP, J5ik ik el it ik i DHCP Enabled™ (EJ8 DHCP) Hrii TS 55 i) Sk HE .

8. Wit DHCP CUAEM, NN EAMATE 1P bk, WEKHERSRBIN .

9. I THIEHN " Apply” (BLH) .

E¥ iDRAC 4
ST IDRAC [EFF&AE IDRAC [NAT A 2B (K[ AFBR AR . 7T LA AR AT A 77 35 BERT I 1«
1 SM-CLP load 4
1 iDRAC Web Fiifi
1 Dell Update Package (T Linux B¢ Microsoft Windows)
1 DOS iDRAC [ 53§ 2 FIFE T

1 CMC Web Hifi ({Uf£ iDRAC [E {4530 )

TREM4REFRRGR

M support.dell.com F#E M. FEFWAGAT TURA R R, 77 SCRAS [ IS 712

E{§if] iDRAC Web FHifis SM-CLP 7 iDRAC [, miflifil CMC Web Ffi#%5 iDRAC, iff P _HEMIMUR, 15y ML LS AT 4.
ENZEMRSHLH IDRAC [, A iDRAC FIrfEfiR% 2 MH:1E R4 F#%E Dell Update Package (DUP).

ZAi ] DOS iIDRAC [EfF i A IR 5T IDRAC [EfF, 1 FEEH A MM —dihIgg, XL T f R .

AT B 4 5 Hr

Ed #: iDRAC MHEHITFUANG, AMIUA N IDRAC £IFMSITITERIF LA RVEIITH 218, HIEHL MR,
4 i iDRAC [ HIMIBANEILL 100% MARIETF. MEH MR, SUENIERIREEE. JRERNTA, BORERITRS BETER CMC REAEEAE G L.

A Linux 5 Microsoft Windows  Dell Update Package, JN7ESZE i 5545 AT H:AE R S045 29 DUP.

£ SM-CLP load #ir &, 4 [+ BEhI AR AE NP (TFTP) fR%5 25T 1) iDRAC 42451 B strh . #2004 SM-CLP #3 iDRAC [H{f.

{#iffl IDRAC Web #tifiisi CMC Web Ftiiff, 1 {F =gt filmg sz 1T Web 71 Management Station #] LAV5 ) (fE#RE . 12 ) 508 iDRAC 811«
E4 #: iDRAC Web FiEfvr45 iDRAC LB BN T BRIME.

RA1E CMC Kl E] iDRAC IR (R iDRAC [ {1 ST it R 7E 7 iy o I 22 A A X R 60> I, A AT EMER] CMC Web FrliSEH & ¢F. 1§25l CMC 1k ZiDRAC [4fF.

£/ DOs E#HARER

ZAEF] DOS HHi AR EH IDRAC [EfF, 15302 &R #H% DOS, MEHIT idracléd fird. a4 Miih:
idracl6d [-f] [-i=<Xff&>] [-|=<HEXMH]

LR ITAATI, idracled fir 42 H 21 H st i [ gt firmimg.ime B3 iDRAC [

RIS iarEE

- — R, - IR R B O O B IR .

-i=<XfEE> — TREAE EMRISCE AR IR S CVERIA AR firmimg.ime S, MIASE TR 2 7 1 .
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-l=< HE P> — Ak B EHRG S . S T

° EF: WA idracled AN THIRSEL SEROLT - h R U SAE AR H R S AL - nopr esconf i g. WL TSGR AT TG L5 BRSE R E . AR
BRI, KA MIRAIA ) IDRAC FCEEEL, W 1P sk A,

B FEHE
SRR T RS B 1 5 US4 2 3 A B DRk

WIR ARG IR 24, BAi%% Gnu Privacy Guard (GPG) KEMIFAIF454 . S IARMESIERL Y, BT R AP 8R:

1. F# Dell Linux A3t GnuPG %4 (WIRiL¥A) , ik SHi# lists.us.dell.com J#ili Dell Public GPG key . 4 CHHRERIAM AL, BIMLFE linux-
security- publickey.txt.

2. ELEBTUF S, HALEHSA gpg AT ERE:
gpg --inport <AFEFHILEL>

Ed & 2SuEtR A E DR R .

3. BGHELRGTRYISE, WTs Dell A% GPG #HIMIEELH.
e. WA@Y
gpg --edit-key 23B66A9D
f. 76 GPG BMYMGHEN, HA fpr. REMDRLIFRE,

pub 10240/ 23B66A9D 2001- 04-16 Dell, Inc. (Product Goup) <linux-security@lell.com
Primary key fingerprint: 4172 E2CE 955A 1776 ASE6 1BB7 CA77 951D 23B6 6A9D

TR PN EPIOIRECT A5 AR, U I ()% 91
g. ITE GPG EHifiHast, HA trust. LIFEBMI:

Pl ease decide how far you trust this user to correctly verify other users' keys (by looking at passports, checking fingerprints from
different sources, etc.) Cili#fiEE(EALot ™ MRLE LLIESIE AL 7 i &SI @ R @ ATE, B AR FAIR IR - O

A FE A B
TAMEE

A K

o dfEfE
FAREAT
PSS

ERGEXTENES

I&IsE?
h.  #A 5<i% Enter #>. LIRS I

Do you really want to set this key to ultimate trust? &S ER I H L E NLAXMETE? O [y/n]
i BNy <% Enter #> ik,
j. BEA quit <f% Enter > B GPG %43,

WAH RS NIFRIEAILH R — k.

4. PAFPTHREHAE, H0 Linux DUP BCE R ESGE, ABAHRIEL M, RiFER Dell 3KF% support.dell.com/support/downloads.

Ed % 94 Linux SRS S0, SESRELERER — web T L. BEAFHEN FIN 72 EH ORI 30t ML T, 4301
DUP XfF4HIF, A .sign ¥ E4. fll, WH Linux DUP 44 PE1850-BIOS-LX-A02.BIN, 44 F44i 8 PE1850-BIOS-LX-A02.BIN.sign.
iDRAC [EfFBU Rt HA R sign SO, AHSTEEEMUR I A MRS R4 . 2 M EIZ S0, Aidi PEEEROHE ] "Save Target As" (B HFERD ... UL

5. KAEEHTA:
gpg --verify <Linux Update Package ## U f##> <Linux Update Package Xf1f#>

PURoRBIE 7 3%4F 1425SC BIOS HF i tH a0 3

1. M support.dell.com F#H LT
1 PESC1425-BIOS-LX-A01.bin.sign

1 PESC1425-BIOS-LX-A01.bin



gpg --inport <linux-security-publickey.txt>
VAR i 5 B 22 L
gpg: key 23B66AID: "Dell Conputer Corporation (Linux Systems Goup) <linux-security@ell.com" not changed
gpg: Total nunber processed: 1
gpg: unchanged: 1
3. Set the GPG trust level for the Dell public key. (Jy Dell A3t#tHi%E GPG {Z{F/KF. ) if you haven't done so previously. ({15 LARTHEA AT IE:AE.
a. BWALF@4:
gpg --edit-key 23B66AID
b.  (EAATURTIAL, BALL N4

fpr
trust

c. BN 5<i% Enter f#> JSEHILESE | trust ultimtely (FEEXEE -
d. Ay <i% Enter > WiikikfE.
e. HA quit <i% Enter #> B GPG %1%k,

XK sER Dell 22 3EE PSR

4. EMIETL R @4 5IE PESC1425 BIOS #IF U F% 4.
gpg --verify PESC1425- Bl G5- LX- A01. bi n. si gn PESC1425- Bl G&- LX- A01. bi n
LU S B2 B
gpg: Signature made Thu 14 Apr 2005 04:25:37 | ST using DSA key | D 23B66A9D (gpg: %4 HW 2005 4F 4 A 14 HEMI 04: 25: 37 |1 ST 1/l DSA
%41 | D 23B66A9D)

gpg: Good signature from"Dell Conputer Corporation (Linux Systems Goup) <linux-security@ell.com" (gpg: RUFZ4KE "Dell Conputer
Corporation (Linux &%i4l) <linux-security@ell.com")

Ed % iSARIEEY b SFR) |, B aREIE R,

gpg: WARNING This key is not certified with a trusted signature! C&%: @R EEAHIN D
gpg: There is no indication that the signature bel ongs to the owner. (WHESGERMELBTHGE. )
FEFHIEL: 4172 E2CE 955A 1776 ASE6 1BB7 CA77 951D 23B6 6A9D
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FHARCE IDRAC Z A, BEARILH b BH (R ORI E 1 TR,

Management Station & &3 &
% H Management Station, NHAT T TR
1. ##H management station k%5,
2. RHIFRCE RN Web HITEES .
3. %% Java Runtime Environment (JRE) Ot T Windows i) .
4. 2% telnet B0 SSH %/ (WHE) .
5. % TFTP &5 (WRTED .

6. %% Dell OpenManage IT Assistant (i) .

Management Station W% E R

il iDRAC, Management Station %Zi 544 "GBL1"f] CMC RJ45 JE#z AL T A — M4 . AR CMC M4 5 28 IR 4 ITTE I M4 [ 2571,  LME Management Station
AILLXT IDRAC AN 528 IR 55 45 EAT LAN i1 .

M IDRAC #iil & HE T e (S IAT GUI Fhl & Ee ) , LAV RIS e bl 6, B AEASRE MR 55 divsits AT 46 Vi 1l o IR T LLBER] IDRAC D BETESZ A RS54 EAT LAY
EHDIRE, WITHR SN, (F, B RS2 RS A AT SRR RS, T RET B R ST 34K NIC.

Bt B 2 7K Web H 588
PUR B3 A R el e SRR Web BB K6 IDRAC Web FHI. KT 3CFF Web MIBERSIR, Sk L8510 Web Ml%H".

E4 #: 64 £ Web #I¥i#A%HF iDRAC Web Fiiii. WHHTIF 64 %%, Vil Console Redirection” (¥l & HE i) T1, R GEARIRIF, itk LK. mft
SEHRRAAF R LB I, BRI A 2 B R, ) 6 5 R OB e BN o Uk LR R IRIAE T, B IR AR 223 ORI, Web 33 3 B 20l i (5 B A7
FECERCE SR H . EASSILIE, ZRIFIEAT RN 32 {1 Web RIi3E, JiE3k iDRAC.

EE Web 3 %8 UEES Web A1
1 S A QR R 45 s B B MR Y management station 23] iDRAC Web $tiii, NLAELE Web 553 LA IZAR 55 4% Ui 1] R4

HIE Internet Explorer Web il S8k vy m{CH R S5 88, AT FAIE 3R
1. 79 Web J¥i#se M.
2. #ii "Tools™ (ILE) JF#idi "Internet Options™ (Internet %) .

3. M "Internet Options" (Internet #&3{) %, #di "Connections" (¥#) %Wif.
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4. {£ “Local Area Network (LAN) settings” (M [LAN] ®&) F, #idi "LAN Settings" (REREE) .
5. W4k T "Use a proxy server” (MEFIARIERS ) i, 4k "Bypass proxy server for local addresses"” (XtFZ ik AR AR F AR RS 58 ) #E.

6. il "OK™ (BIRE) Wik.

¥ iDRAC BB ER5%E

Bl Web #IKAViM iDRAC Web FHII, 2275 A {51 51% 41D iDRAC IP HBhEIRE 50 FIR 0 % 1P SbhERINEIBIE . 555, #idi "Refresh™ (RIH) sULHHE) Web il
Wi LAEPEF] iDRAC Web Fifi.

HE Web FH KA HALIR A
iDRAC Web FHISCRFLL MRAE REEHE 5 -
1R
VR
1
PR
v A

v fR RS

Internet Explorer 6.0 (Windows)

L Internet Explorer 1 #% iDRAC Web Fifi (A MILIR A, AT F o208
1. e "TA" RPIFLE Internet B,
2. {E Internet Options (Internet &) @+, #ifi Languages (GBH) -
3. & "Language Preference" GF®H W®ID #idh, #ifi "Add" GFM) .
4. 7€ "Add Language” (BIMEE) & 1Hh, EHEHNES.

ELEFEFILLLIIE R, % <Ctrl>,

5. ®FHIETEFIFRT "Move Up” (BB KB 5 #sh3I5I R TH.
6. 1 "EEEEE WO, Rd e,

7. il OK (HR) .

Firefox 1.5 (Linux)
AL Firefox "7 iDRAC Web S A LR A, SAAT T 9125 8%:
1. i “Edit” (R#) - "Preferences” (HEB . A5 "Advanced” (Fgk) LI,
2. £ "Language" GE®) #4, #ifi "Choose" (#&#) .
3. #i "Select a language to add” GAZEERMIRES) ...
4. EFSFHFIET RS AT GBI -
5. BEFFHIEIEEIFNE "Move Up™ (BB Bah IR,
6. (R ERNA, i "OK" (FRE) .

7. i OK (B -



F Linux PiEE X
PG TR RS UTF-8 S A M ER SR, MRS RA, SR B A B R .

PLF B E RN Red Hat® Enterprise Linux® % /i E i BRIAH T GUI 17 4E:
1. TTFAr 44

2. HA locale (A1) 1% <Enter>. FILLF % K & oR:
LANG=zh_CN. UTF- 8
LC _CTYPE="zh_ON. UTF-8"
LC_NUMERI C="zh_CN. UTF- 8"
LC_TI ME="zh_CN. UTF- 8"
LC _COLLATE="zh_CN. UTF-8"
LC_MONETARY="zh_CN. UTF- 8"
LC_MESSAGES="zh_OCN. UTF-8"
LC_PAPER="zh_ON. UTF- 8"
LC_NAME="zh_ON. UTF-8"
LC_ADDRESS="zh_CN. UTF- 8"
LC_TELEPHONE="zh_CN. UTF- 8"
LC_MEASUREMENT="zh_CN. UTF- 8"
LC_| DENTI FI CATI ON="zh_CN. UTF- 8"
LC ALL=

3. ALK G zh_CN.UTF-8", MIEHAEME M. WG h A G zh_CN.UTF-8", M E LK 4.
4. HSCASG %% /etc/sysconfig/il8n .

5. fEXCfFd, RAIBAFEE:
ELpH

LANG="zh_CN. GB18030"
SUPPCRTED="zh_CN. GB18030: zh_CH GB2312: zh_CN: zh"

T

LANG="zh_ON. UTF- 8"
SUPPORTED="zh_ON. UTF- 8: zh_CN. GB18030: zh_CH. GB2312: zh_CN: zh"

6. JEf, WEERIRERG.

MILEEF VMR, R RIAEFMIRA R WRAT, MRS .

M Firefox FHAHIIRE
;r%zf’%l;ﬁﬁuz P AT TR PR A AN E AT R (AN R AR R . R CR L, (1A DR RNV R IDRAC 2 3ediihl £ T8 M AL, LA
B P
FAH (4 BT R G BN B A e, AT T ABR
1. 47 Firefox Web J% 25 % H.
2. {EdbhEFECPEN about:config, 3% <Enter>:
3. fE"Preference Name" (E@&MA&HK) s, KB xpinstall.whitelist.required.

"Preference Name" (B¥% WA . "Status” CRID . "Type” (EH) fl "Value™ (H) MIELH I LA, "Status” (RW) HLHEEH "user set” (B
FRB), M "Value" () MEAEKHA false.

4. 7t "Preferences Name" (EHEWAEZMK) 4, $#£%F| xpinstall.enabled.

i value” () M true. WHEAZ, X xpinstall.enabled L "Value™ (M) #E N true.

%% Java Runtime Environment (JRE)



K4 & wieEM internet Explorer JIIH, M4 ihl A AR BIL0E ActiveX (. W3 T IRE I AEHEIEA R iIDRAC web FHHHALE THH| A A7, NETLL
¥ Java G EE AT Internet Explorer. 15X, 2k IDRAC Web St At & F il £ F e ]

AT LA FRAE ) S AT T Java AESENER.

WRAER] Firefox JIK2E, NAZ4%4 JRE (8% Java Development Kit [JDK]) LM AI#HI & EE M k. %6 G EFRL A Java MAFET, M iDRAC Web St 43
Management Station, #A/5fH Management Station L Java Web Start Ji3)j.

% java.sun.com #%: JRE 5 JDK. #i##iiA 1.6 (Java 6.0) 5.

Z3 Telnet Bk SSH &) ¥

BUAEUL T, IDRAC telnet % AN SSH RS LR M. T telnet & —FA &, RN RAETE %% SSH %/ b sl [ 46 G147 2 A ORI 4 1]«

Ed #&: 56— IDRAC 52 telnet B¢ SSH iEH:. MHIRENERN, HEEES IS4,

5 iDRAC BE&fEH Telnet

Telnet 1457 Microsoft® windows® il Linux 8 RGirk, WL A4 shell JBAT. 0T L4 2% 3w 7 1 o b AR 01 LRI 2 SERRHERIAC LA T8 2 7 (ED0AERY telnet 267 3.

% management station {7 Windows XP 5 Windows 2003, JUT[fig£:7#E iDRAC telnet £ ifr il #7445 il il Ihial 4 LI S5 B 7 R E, TEXFRLT, BIEEEA
R A SRR .

BRI, M Microsoft Support M3l support.microsoft.com TF##55 824810, %W Microsoft AIifJ%E L 824810 1 fif#f Kitl.

A Telnet &G E Backspace &

HHE telnet &/ uGAR, {41 <Backspace> #A[REL T ETIETRIMLS H. B, £IETRES I ~h. Aid, KZH Microsoft fl Linux telnet % /7 s il it & A {d
<Backspace> fi.

ZRCE Microsoft telnet % /i LMl <Backspace> #, W4T FHIH%:

1. AR E D (EREZD .

2. WMEBAIEL telnet 2iF, RN
tel net

WRIZEAT telnet &2, [Mi% <Ctri><]>.

3. ERRTEE, B
set bsasdel
RGN R LTS B
Backspace will be sent as delete. (Backspace #:{F} Delete %i%. )

FERE Linux telnet 215U <Backspace> f#, RAT FAIEK:

1. 4IJF shell 42N

stty erase "h

2. fEHORTEIS, BEA:

tel net

5 iDRAC BE& MR SSH

Secure Shell (SSH) & —F i &1TiE#, A5 telnet 2AGAHFENIIRE, 1M1 HIEA 24K P AINE D) RELUNGR 22 421k . IDRAC SCRERA B IYIIER SSH fiA 2. SSH BRI F7E
iDRAC EEEH.

w[LAfE management station LA PUTTY (Windows) 5 QpenSSH (Linux) #3524 IR % 41 iDRAC. WIR(E SR b AR, ssh &/ ot K H— KR ER. ER
ORI F% 13, %2 iDRAC il .
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ﬂ ¥: enSSH RiiZM Windows k[ VT100 5% ANSI &3t HAZF Fig1T. £ Windows it & #RFAbIE T OpenSSH A3 352 I Thie (R, A3 LA N I H A BoR(T
f ) .

AR Z], R34 telnet 5t SSH £ifi. £i%#M 1 cf gSsnMyt Sshi dl eTi meout J&PE4%H], &1 "IDRAC Ji& 1E g e 4URx) %oE 3 Hhpnk.

iDRAC SSH S #F & Fginiiat, w1 £ 3-1 hn.

E4 i sSHvL Ai#.

® 3-1. FEER
BARE [#R
AEXIFRINE | Diffie-Hellman DSA/DSS 512-1024 (i) {i/NIST #iit
bugii9ik 1 AES256-CBC
1 RIJNDAEL256-CBC
1 AES192-CBC
1 RIJNDAEL192-CBC
1 AES128-CBC
1 RIJNDAEL128-CBC
1 BLOWFISH-128-CBC
1 3DES-192-CBC
1 ARCFOUR-128

[E¥-Srt 2id 1 HMAC-SHA1-160
1 HMAC-SHA1-96
1 HMAC-MD5-128
1 HMAC-MD5-96
Esana 1

2% TFTP &5

Ed #&: wHRAEEA iDRAC Web Filifk4 SSL NESH L iDRAC FfF, WATE TFTP MR .

ANRLSAEAR AR L (TFTP) SRR AL I SCEAR A Bl (FTP). FiIT SM-CLP FI RACADM fir 417 i 5 iDRAC AR HL A4 U1

WHTEE R iDRAC [ fFi7E iDRAC L MER 4 B 5 iDRAC HITLALGISCIF. 1 RAERATIR AL 55 IR #A4 T SM-CLP 5 RACADM, TFTP flR4 4 064ii7E iDRAC AJLLE IP &5
= DNS ZFRYF i SR 1247 .

TLAE Windows 5 Linux #{F #4 L] netstat -a Ay & &6 TFTP RS SHETHOEMIT. 40 69 A& TFTP ZRikd O, WA RS ST, WAl g #E:

TEMZ LB —MEAT TFTP RS Hih 5L

O WERIEAERER] Linux, WIAZR R aede TRTP JlRss 4%
1 WERIEEAET Windows, U 22Ri el f 9t TFTP [

#Z% Dell OpenManage IT Assistant
A%11ET Dell OpenManage System Management &£, B EIFHEARIR T LR 444
1 Dell Systems Management Consoles CD — & i3 i) Dell REUEH #6774, {5 Dell OpenManage IT Assistant.
1 Dell PowerEdge Service and Diagnostic Utilities CD — 2 4LfC 5 R 40T 10 TH IR EEE . 2R 7 Dell #3HE RS MRA K IR .
1 Dell PowerEdge Documentation CD — #HBEI{GRAT RS REGHEAMT= M SMHBEAM RAID Ffil 256 B I 0
1 Dell SHFFMER IR SO — K8 RSO Dell SZREMES support.dell.com LL T #4555 Dell 7= & i ic#i (5 2.

{H] Dell System Management Consoles CD £ Management Station b3 Mz H & H{F, @4 Dell OpenManage IT Assistant. iR RIFUH, S0 (HE=L
HIGH)
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H

M B 28 ks

Integrated Dell™ Remote Access Controller E#&A 1.11
)i Vakit]

LA

2RSS A LA 3K b U

@ i

@ 454 Windows (31 ## 5| S

A i1

Lt

A E T B 2RSS LN L I AR S . IXEE S5 %% Dell Open Manage Server Administrator ${f LA B it B 5% 55 iR 55 2% LA 3 _E VO 35 5 i «

TE 528 Mo b At

Dell FERATELAF LT D

At RACADM CLI — Rt W8 RGECEAE I IDRAC. X2 —Fift fil T-RIAAC B RS AT 55 1 s oK H .

»ili Server Administrator A feffiffl iDRAC L it b5 Dhfie

Server Administrator — —Fi Web Fifi, foVF ML e RV B R 5.

Server Administrator Instrumentation Service — AEUEAFHUHDL A bl R G0 BB PRI MR A PEREEANME B, IR RV R IR RS, QIEXRMRLE. HARS
Az AR

Server Administration Storage Management Service — HI8 I ETAL L R GE A7 P S B .

Server Administrator itk — IR GRS BIICR, WARGR BB R A4 ST SrE. POST JifF LU RETEAR . AT LIE BT LA LS, 1TEHER BT RO AT
Dot VAR I T MR SR B M 55 s

f#H Dell PowerEdge Installation and Server Management CD %% Server Administrator. %3 iZ MM, S0 (Mt 224510) .

Tic B 32 8 MR s 4 DAER B ROt BR

iIDRAC W] LU 3K LV st DR MBS AT ATE. Web SR 8 B R B2 128 R G0 B IR . i e B0 s F B 2 35k b e Th
1. REZERS WM. ARLBZERFHHAVEN . W2 (Server Administrator //'45H) .

2. WRIEAEEST Microsoft® Windows® i R4, #iffE "Windows Startup and Recovery Settings" (Windows & SiRl 8T BB ) UL st [ amE
Hhs. WSR2 Windows 30 EH 5] Sk,

3. f£ iDRAC Web Ftifith s L BB 4 (BRINEZEAD ©

FIE IDRAC Web S s BV st e, i "System” (&%) — "Remote Access” (ZEFRi ) — iDRAC— "Network/Security” (R#&/&&H) >
“Services" (JR%) , AEiEF A RGKEEEE FE T "Enable” (R ) HikiE.

TAE AL RACADM Ji Fl Lt bi %8, 76 Managed System E3TIFfir & 3R FF N LU R dn 4

racadm config -g cfgRacTuning -o cfgRacTuneAsrEnable 1

4. {E Server Administrator web i+, JEH "Auto Recovery" (HEIKE) il 434 "Auto Recovery” (HIIKE) #ELE N "Reset” (E#) . "Power
Off" (3%HL) = "Power Cycle" (XPLEEHN) .

HXUUTHCE "Auto Recovery” ( BEIWRE) i EHI(EH, 12 M (Server Administrator /i F#5/) . EH{RAEHHIE L JUH RS, "Auto Recovery” ( A&k &)
THR AR E A 60 . BUABEN 480 .

"Auto Recovery" (B3R #E%E N "Shutdown™ (XHL) 3 "Power Cycle” (RHLJEEIFHL) i, W24 R4S s e A, )by s B A T i

#H windows H3IEH 5] FiEM

J9tfifs iDRAC T LAIE i i B 5E, 7E3E4T Microsoft Windows Server® = Windows Vista® (3245 44 451 " Automatic Reboot” ( EIZhE B 3h) L.
1. {TJF Windows "R L "RE" Eir.
2. il R RTR.

3. {£ “"Startup and Recovery"” (g ZIRIRE) F, #f "Settings” (HE) .
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4. HUKIEE" BBV B EISOAE.

5. i "OK" (BR) Fik.

2
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£ Web H#HEE iDRAC

Integrated Dell™ Remote Access Controller [E R4 1.11
P

il Web Fifi

Al iDRAC NIC

BLECE G 9t

ALE 1PMI

ZRIRIACE iDRAC HIF

fdH] SSL R IMIER{R IDRAC J#{E

ACE AL Active Directory iAiE
ALE LAN FHi17
Fi® iDRAC Jii5
H ¥ iDRAC [}

iDRAC it 7 Web Flifit&RCH iDRAC JRIEAIH /M, AT R AT 55 LA R A 2 (255) RGNS, 0T 0% RS, WA iDRAC Web Ftilil. A5/ T Wil iEH
iDRAC Web FHHKIAT IR GTEULS, IFROL T —SeMI(E B EERE .

KEH Web FHHIECEALSE R LA AL RACADM @454 SM-CLP fir 4 K4h47 .

Z< RACADM fir 4 M2 IR 5 4T XA AHts RACADM M, 5 i 4 RACADM fir 447 i«

SM-CLP fir &£ shell 7, midlid telnet 8 SSHEHEFEMT . XM SM-CLP ¥4, 1ifZ {11 iDRAC SM-CLP i 4 {7 7iil.

i Web A1

2l iDRAC Web FHfi, 44T LT A -

1. TR AR Web BIBE .

ARVEN, WS Y Web RIWHE.

2. {f "Address" (H#i3t) FEH, #A https://<i DRAC | P- #ifi>)1% <Enter>.
WIRERN HTTPS %115 G 443) B, A
https: //<i DRAC- | P- fihhif>: <ifi 15>
. iDRAC-IP #ii /& iDRAC ) 1P Hudit, Wi%i/15 & HTTPS il 15

iDRAC “"Login™ (BF) @2,

g%

ST ST BUE A iDRAC il 28 Microsoft® Active Directory® Ji 1%, Bl 4N root, BRINETSN calvin.
VABEEH T "Login to iDRAC™ (B%E iDRAC) KR % %% iDRAC.

X, PUTTFIIL R

1. f£ "Username" (FIF£) FEPRATHMAAEL—:
1 &Y iDRAC i/ 4.

AR P X 5 KNS . L root | it _user B¢ john_doe.

1 J&I% Active Directory HiJ" 4.
Active Directory ZF A/ LLH LU FAEMITERIEN: <BSN<H /14>, <>/<H P E>S<Hr>@<>. EfIAX 5 K/NE. thin del | . com\j ohn_doe %
JOHN_DCE@DELL. COM.

2. # "Password" (¥) T, HAN iDRAC /M #Hsk Active Directory Fi %1, %X /3 kN5 .

3. i "OK" (i) oif% <Enter>.
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1. EEGOMA LM, R "Logout™ (FEGE) KMILif.

2. RHINEEE .

B4 = “LogOut™ (YL BHILEMTEA L.

B4 E:  WORAERIEREERITO RS, 2 PR ERIHTIPRE, AR, SRR E R GRS 2 SN, SRR RN i EARE RS .

ﬂ ¥E: £ Microsoft Internet Explorer H 4§ I & 47 LA (oe A4 (") %11 iDRAC Web FLifi ] e 42k s FIAR FPAtis . EARJLIX /N, %M Microsoft S5k
support.microsoft.com F#R#if Internet Explorer 28144 5.

E.E® iDRAC NIC

KA E IDRAC B4R EIF RS a4 L. S0 [iLE IDRAC ML E IDRAC M4 3K 4 )4 IDRAC W% e & 1 HE 1) .

REMZFM 1PMI LAN & E

Ed & EuUAHRE iDRAC BURA AEITLL 255

E4 #::  kiss DHCP [R%%

ARG B AN BRI S MAE TR A 0 (PN iDRAC) 76 DHCP HhilGd i b AR kb 4. iIDRAC LU F A M4 5 (0)

JRERANTAT MAC ikl SRy (& P i bR R AT 50

1. #idi "System” (&%) — "Remote Access” GEFEiH ) — iDRAC.

2. i "Network/Security” (M#/%4%) ETi+£417JF "Network Configuration” (M#ECHE) 7.

% 5-1 Al % 5-2 Bl T IR BB A 1IPMI LAN BB .

3. EHMMAFTT A, fdiApply” (BLF) -

4. kiR L. 52K 5-3.

* 5-1. N ®RE
wE L]
A NIC S, R NIC TS FDFRIE LAl RIARIEH] . 2 NIC BRI, Gl Mok T iDRAC [T Il 5 Sl Bt

EBRIAA off.

""Media Access Control (MAC)
Address™ (M5 5 R [MAC] Hshk)

S RME—FRIR R4 AN " Media Access Control (MAC) Address™ (JrJi il [MAC] $bhik) « MAC HulEAfEE .

"Use DHCP (For NIC IP
Address)"” (f£fl DHCP [xF NIC IP
L HEDD

#7 IDRAC WA EHLACE P (DHCP) FRZ%-43KIL NIC [ IP Hihk. [ES, 45/ “Static IP Address” (#7s 1P #
3k) . Static Subnet Mask” (& T M) fl “Static Gateway" (BEMR) &,

EBRIMK off.

"'Static IP Address" (##& 1P #tll)

SV BG4 IDRAC NIC s IP dihk. ZEHSULRE, WKL "Use DHCP" (£ DHCP [AF NIC IP #i#])
STHE.

"Static Subnet Mask" (E&FF#HE)

fu;%)ﬂ)%m)\gam&ﬁ iDRAC NIC [ F ML, ZHILRE, ¥yt "Use DHCP" (£ DHCP [HTF NIC IP #1#]) &
HAE.

"Static Gateway" (#&HX)

FEVFI PN R4 IDRAC NIC [ R¢. R SULRE, it "Use DHCP" (ff DHCP [AF NIC IP #i3k]) &
BEAE.

""Use DHCP to obtain DNS server
addresses" (ffiff DHCP 3RE{ DNS ik
%t

jlitik# "Use DHCP to obtain DNS server addresses™ ({ff] DHCP 3KBU DNS R4 8 Huik) ikHef3 ] DHCP FKHL
DNS k% #lhk. WS DHCP 3KIt DNS k% i, MfE "Static Preferred DNS Server” (##&H¥%E DNS %
#) M “Static Alternate DNS Server” (¥# % DNS R% &) TR 1P ubk.

BiLA off.

¥: Wfik "Use DHCP to obtain DNS server addresses™ (ff] DHCP 3KBU DNS JR4-88Huhk) SikHe, K ARETE
“'Static Preferred DNS Server" (B&E % DNS fi4%4) 1 "Static Alternate DNS Server” (##& %M DNS %
) FRUP 1P k.

“Static Preferred DNS Server" (##&
Wik DNS R%E#H)

FOVEF PN B T DNS RS 45 A 1P shhk. ZHE KU, HLIUNLES "Use DHCP to obtain DNS server
addresses™ (ffffl DHCP 3KB{ DNS JR%& &ak) ki,

"'Static Alternate DNS Server"” (##& %

{1 F2EF, "Use DHCP to obtain DNS server addresses” (fff] DHCP 3k/8 DNS fR&8 k) HE /% DNS % %%
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Pl DNS MR%%8)

1P didk. WA % DNS %8t W4 1P Ml 0.0.0.0.

"'Register iDRAC on DNS" ([ DNS 3
M iDRAC)

fE DNS flR% % Lit/ll iDRAC 7K.

#ilH "Disabled” (22H) .

"DNS iDRAC Name' (DNS iDRAC %
[

HATEk+"Register iDRAC on DNS" (il DNS ¥l iDRAC) 544 @ik iDRAC %475. Bik&FiJy idrac-service_tag, i
service_tag /& Dell %5 #R%&H3% 54, Fltn: idrac-00002.

""Use DHCP for DNS Domain
Name" (ff DHCP J#E DNS #4&)

fEFIERIN DNS 144, Ak diZ 8 kiEif HikH T "Register iDRAC on DNS™ (£ DNS k5§ iDRAC) &if#E, MnrLl
7& "DNS Domain Name" (DNS 84 ) 7B &% DNS 4.

A A"Disabled” (B2[H) .

JE: ZikfF "Use DHCP for DNS Domain Name" (f#f] DHCP k#H® DNS 84 ) HikHE, iEMiEF "Use DHCP (For
NIC IP Address)" (f£/ DHCP [FI T NIC IP #ilk]) Skt

"DNS Domain Name" (DNS #4)

ik "DNS Domain Name" (DNS #4) N7 1. Wfik} "Use DHCP for DNS Domain Name" (] DHCP R#HE
DNS 345 ) SIEAE, BRI e: R 6 So50F B PO A s s v B

“Community String" (F{k7455)

fE1EM IDRAC &i%H "Simple Network Management Protocol (SNMP)™ (i SR 48 B4 ¥ [SNMP) 3 bt b i
FRBIAF R EHBT& FOFE SNMP 4R IEBFH IDRAC f£i4i. Bkl public.

"SMTP Server Address"” (SMTP R4
Huhk)

TEH BT G HIE, IDRAC A 7 &% T I 241 5 2 @5 "Simple Mail Transfer Protocol (SMTP)" (fij B lisf 4% % i i
[SMTPD) %521 IP #uht. BN 127.0.0.1,

# 5-2. IPMI LAN &

HwE L]
JBR LAN L 1PMI W E#RR IPMI LAN (SiEC)EH . BRiAK off.
1 TEAL PR % PR R Ml LAN (5 b B2 i P o KRR . LU F kT2 —: Administrator (& # R ) . Operator ($ER) 3 User (IF) . Bilk

Administrator (ZF#5) .

“Encryption Key" (#
LD}

FLE#HH: 0 & 20 +AHHIFR (AREFEE) « BAEA.

R 5-3. MEMREREE

E:3: LW

"Advanced Settings" (B&#
B

FTFF "Network Security" (R&&&H) 7, EH/AEEHAN IP JEEA 1P PHIERE.

"Print" (3THD FTEPBR % E SR "Network Configuration” (FI4&RE) fi.
"Refresh™ (Rl#) HHHA "Network Configuration” (R%EE) 7.
"Apply" (RF) RAF 199 265 B T8 0T L 50 A Ao 9 8

¥ X NIC IP Hubik % B (0 el S T F P 8 (G 1P okt i B S prd 4 8] iDRAC Web JHifil. B it s e 2R 5 %
NIC, XTI fEGF 8 R KRG,

E IP fFEfM 1P HZE

Ed & GudiiamE iDRAC BURA EHIT UL T BIE.

1. #i; "System” (R4 — "Remote Access” GEREi ) — iDRAC , AJ5#ii “"Network/Security” (W& /& &) %I “Network

Configuration” (%A EB) 7.

2. i “"Advanced Settings” (HEZ&#E) MEM% % atRE.
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.

#4% ID: 12070

a5 k4 F (LDAPTYPE_DN
1.3.6.1.4.1.1466.115.121.1.12)




J&F k= #1Y dellAssociationObjectMembers (#141%., JtE 2] dellProductMembers #4)a M)
SR o

%2 1D: 12071

A4 HE4 R (LDAPTYPE_DN
1.3.6.1.4.1.1466.115.121.1.12)

delllsLoginUser 1.2.840.113556.1.8000.1280.1.1.2.3 TRUE
WP P BA A ISR, 4 TRUE. #i/k{4 (LDAPTYPE_BOOLEAN

1.3.6.1.4.1.1466.115.121.1.7)
delllsCardConfigAdmin 1.2.840.113556.1.8000.1280.1.1.2.4 TRUE
IR P BA AR EBBE, Wy TRUE. #i/k{4 (LDAPTYPE_BOOLEAN

1.3.6.1.4.1.1466.115.121.1.7)
delllsUserConfigAdmin 1.2.840.113556.1.8000.1280.1.1.2.5 TRUE
WA BA & A RCE R, Wy TRUE. #i/k{4 (LDAPTYPE_BOOLEAN

1.3.6.1.4.1.1466.115.121.1.7)
dellsLogClearAdmin 1.2.840.113556.1.8000.1280.1.1.2.6 TRUE
SR R I H B EREUR, WA TRUE. fii /R (LDAPTYPE_BOOLEAN

1.3.6.1.4.1.1466.115.121.1.7)
delllsServerResetUser 1.2.840.113556.1.8000.1280.1.1.2.7 TRUE
IR BA R A RS S E AR, WA TRUE. #i/k{4 (LDAPTYPE_BOOLEAN

1.3.6.1.4.1.1466.115.121.1.7)
delllsConsoleRedirectUser 1.2.840.113556.1.8000.1280.1.1.2.8 TRUE
SRR A B s & e AR, W TRUE. #i/k{4 (LDAPTYPE_BOOLEAN

1.3.6.1.4.1.1466.115.121.1.7)
delllsVirtualMediaUser 1.2.840.113556.1.8000.1280.1.1.2.9 TRUE
W R P BAT B A B BB, U TRUE. #i/k{4 (LDAPTYPE_BOOLEAN

1.3.6.1.4.1.1466.115.121.1.7)
delllsTestAlertUser 1.2.840.113556.1.8000.1280.1.1.2.10 TRUE
SR P B B R AR A PR, U TRUE. #i/k{4 (LDAPTYPE_BOOLEAN

1.3.6.1.4.1.1466.115.121.1.7)
delllsDebugCommandAdmin 1.2.840.113556.1.8000.1280.1.1.2.11 TRUE
SRR A B R A AR, Y TRUE. #i/k{4 (LDAPTYPE_BOOLEAN

1.3.6.1.4.1.1466.115.121.1.7)
dellSchemaVersion 1.2.840.113556.1.8000.1280.1.1.2.12 TRUE
W AR A T ST ARGy KNG [ 775

(LDAPTYPE_CASEIGNORESTRING

1.2.840.113556.1.4.905)
dellRacType 1.2.840.113556.1.8000.1280.1.1.2.13 TRUE
LB dellRacDevice X424 RAC %L #] dellAssociationObjectMembers AT aHENE | FXDRNGIIFHH
EHERE. (LDAPTYPE_CASEIGNORESTRING

1.2.840.113556.1.4.905)
dellAssociationMembers 1.2.840.113556.1.8000.1280.1.1.2.14 FALSE

23 Dell X} Active Directory P fIT+ENEEA TR B

/& Active Directory HIIZEMINS, 24 & Active Directory I/ R SEHLE HLAL G LM B A BEASET 1 RAC (iDRAC) 4. HIF I P14, RAC XKEXAT RAC #UR.

£/l Dell Systems Management Consoles CD %% systems management software i, #J Uil 723072 i %' Dell Extension to the Active Directory User's and
Computers Snap-In" (8| Active Directory fi PRI BN EHEETH Dell FB) EWORY BEHNIG. WS (Dell OpenManage #fFHhif w4sf5m) ik— T iRt 225

Systems Management #ff.

H % Active Directory H P RIFRHLEF GRS, 20 Microsoft #WISCfF.

%3 Administrator Pack

WZRAERSER Active Directory iDRAC X R HIEGA R4 L 4% Administrator Pack. WA %% Administrator Pack, (4 EiEEA S AE Dell RAC X 4.

54, 20 11T Active Directory /"l S HLATH T .

T Active Directory i M+ E L& HE T

FATIF Active Directory i/ R SIHLAE EL TG, AT UL T A0 58:




1. WEESREFEE G4, NgdStart” (GFE) - “"Admin Tools™ (‘B# T.A) —»"Active Directory Users and Computers" (Active Directory f FRIHEBL) .

WA S B AR L, WA A R G5 MR Microsoft Administrator Pack. #4%i 0t Administrator Pack, #idi"Start” (FF#) — "Run™ (BfF) , #
A ML % Enter.

Microsoft ###zi| & (MMC) £7x.
2. £ "Console 1" (E#& 1) @HHhEd "File” (3XfF) (5 "Console™ (#HIE) , WHELIEIT Windows 2000 f1£%)
3. #il; "Add/Remove Snap-in" (GRIN/MBEEHEAT) .
4. ##* “Active Directory Users and Computers™ (Active Directory JH /2 RIGHEHNL) 08 E "Add” (B .

5. Hif"Close™ (KHD JHdi"OK" (&) .

¥ iDRAC AP MR MME] Active Directory
{7 Dell 51 Active Directory il RIHHSALFHALTE, (EUEEMILOIE RAC, XBERUSLRA SN IDRAC Fl P RIS, BEVRITAE ARG, HAATLL TR

i RAC B&X %

DIERURAS R

QISR R
LRSS E S IEIPSISOE

AIE RAC B&TSR
1. fE "MMC Console Root" (MMC #fl &R HF) @i, fidi— 2.

2. k¥ "New" (3E) - "Dell RAC Object” (Dell RAC %) .

A4 "New Object” (FXt&) .

3. MHINRENAIR. SRR SR iy A Active Directory fiiH] Web FUMIACE iDRAC f_LEE a A\ iDRAC £ FkHHF.

4. 4% "RAC Device Object” (RAC #t& M%&) .

5. i OK (B -

AR X R

B4 = PR RBGURHSORIBN RO — .

1. f£ "Console Root" (ZEHAWFK) (MMC) &L, fih—adk.

2. #%4F "New” (H&E) — "Dell RAC Object” (Dell RAC 3%) .
A5 57 "New Object” (FWR) @M.

3. AHNRENAFR.

4. 4% “Privilege Object” (BIRHR) .

5. Hif "OK" (&) -

6. AR S IFik$E "Properties” (JB#:) -

7. i "RAC Privileges"” (RAC R ) BtIi-RIHIEFA B BA MBI CHLIEHIHZR IDRAC HI R .

AERBEIZ
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KIS FNALIRET R, B A o SRIPVE L R RIS B E 2 1AL . QAR SRIPON RN, LRI T BRI A 22 i RIS o

Flhn, Wik "Universal™ GEHR) . MK 21U Active Directory i LA B it iz 170 47

1. fE "Console Root" (FEH G AR (MMC) & Iid, fidi— /74,

2. k¥ "New" (3E) - "Dell RAC Object” (Dell RAC %) .

BKATHF "New Object™ (FFER &) @H.

3. WHR REASTR,

4. 4% “"Association Object” (KEEXE) .

5. #%#% "Association Object” (KBEME) 78

6. ili "OK™ (Hi) .

HR R0 BISRBE R
FEMSBERR R G 11, TTLOCROT ) k1AL, B %A1 RAC 4ok RAC B44L. WIRRLIZIT Windows 2000 BIRsUHribit, /Tl 141 LLBS T/ sk RAC AR

LA 4R RAC 4. Gl Dell AHIEHIZLANAE Dell AR L FRAH A .

AP RAS A
1. Afili “Association Object” (RBEXTH) Jfikt “Properties” (JBiE) .
2. 4 "Users™ (P ETRIERD "Add” (R .

3. BAFPERA AL RS oK (BB -

#iili "Privilege Object™ (BURRXFR ) MEI-R KB QRN EIAIE RAC et i 5& SR SO/ ZLBCBR K S0k IR — BB Qs I 3R Ipxd 52

& LR
1. #%#% “Privileges Object” (RN ) EUi£3HHdr "Add" (Fm) .
2. ENBURM R4 AE "OK™ GHE) .

#pidiProducts” (FEfh) I RH—AmE A RAC B&TRMBIEL. RIKR&IEIERPIMA K RAC B, XL &0 FHTE LA sUH AT . aTLEZ A RAC B VR INE]SE
JSHE

# RAC &8 RAC &4

ZNIN RAC BB RAC B4

1. 4% "Products™ (F=#) &Rt "Add" () .
2. A RAC W#5 RAC WHALFHHE "OK" (B -

3. {t "Properties” (@) @ I+h#d “Apply” (BH) , &k "OK" (H#E) .

B P BLEH Active Directory ] Web AHEEE iDRAC

1. $THF AR Web JISRE 1.

2. %3t iDRAC Web FHi.



3. #iidi "System” (&%) — "Remote Access” GZRE ) .
4. Hiifi "Configuration” (FE) i#WiFifik# Active Directory.
5. {E Active Directory X ¥8jihik# "Configure Active Directory” (ELE Active Directory) Jf#idi "Next” (F—#) .

6. £ "Common Settings"” (¥ M%&) ¥4
e. k¥ “Enable Active Directory” (J§f] Active Directory) 4i%HE.
f. #A "Root Domain Name" (Root #%) . "Root Domain Name" (Root 3% ) /& H A5 2 E Root 4.

9.  HNERIE, DRy,
7. {E Active Directory Z2i iP5 #iidi "Use Extended Schema" (i FiF"B2EM) .

8. 7F "Extended Schema Settings” (¥ JEZHME) #4:
a. f#A "DRAC Name" (DRAC &) . ILAFRLASTERIEH] S P& RAC X R HAMIF G2 604 RAC W& b 3) .

b. #A"DRAC Domain Name" (DRAC 34 ) (fflty i DRAC. com) . i5Z){#H NetBIOS ##k. "DRAC Domain Name™ (DRAC £ ) /& RAC B#& X RFIfET
i 5E A fE A

9. i "Apply" (B ) {#1F Active Directory ¥ .
10. i "Go Back To Active Directory Main Menu" GB[EB| Active Directory F3H8) .

11. K AR CA AIE 43 iDRAC.
a. k¥ "Upload Active Directory CA Certificate" (_E# Active Directory CA \iE) Hiki%4l, SAEHE "Next” (F—#) .
b. {E "Certificate Upload"” GAIEL$R) TPl NDUIE R SCAR4 48 el U8 2 ESC AT
Ei ¥ File Path” CTHEBEE) (SR EARMGIERAXS SCIFRR 2. DA NS SOIF B B, L A PN 52 M SO 40 BOSL R R4
I 450 SSL MER C/F 2R CA fI%%. 7EVii IDRAC i) management station L#E##FHR CA WIE G2k S oSz fl 2 CA D) .
c. il “Apply” (BH) .

iDRAC Web server £ #iidi “Apply"” (BRI & 30 EH 3.
12. 44, S5 %Esk iDRAC BL5ER iDRAC Active Directory D)fERCHE .
13. #Hiili "System™ (&4) — "Remote Access” GEREV ) .
14. i “Configuration” (BRE) %I} Hd "Network” (%) .

15. #HAE "Network Settings"” (P& #®E ) Tik# 7 "Use DHCP" (f DHCP) (BT NIC IP #tik) , Nk "Use DHCP to obtain server address" (fififi]
DHCP U5 ak k) o

FEEEHA DNS %45 1P Hidl, HUlik+ "Use DHCP to obtain DNS server address” (ff DHCP 3B DNS JR&#8 bk ) A F ML DNS &5 1P
bl

16. i "Apply Changes" (MAHEXK) .

iDRAC ¥ f#%42) Active Directory JJjAERC B 52 M.

Y- B 424 Active Directory fl RACADM Bt & iDRAC

{EH A P4, @i RACADM CLI LHfAZ Web SHHIEE RS ALK iDRAC Active Directory Tifig.

1. AT LI I ALLT RACADM fir%:
racadm config -g cfgActiveDirectory -o cfgADEnable 1
racadm config -g cfgActiveDirectory -o cfgADType 1
racadmconfig -g cfgActiveDirectory -o cf gADRacDonmai n <rac- FQDN>
racadm config -g cfgActiveDirectory -o cfgADRoot Dormai n <root - FQDN>

racadm config -g cfgActiveDirectory -o cf gADRacNane <RAC # /4>



racadm ssl certupload -t 0x2 -f <#R-CA-iAiE-TFTP-URI>

racadm ssl certdownl oad -t Ox1 -f <RAC- SSL- iAiF>

2. H iDRAC L2 il DHCP 3 HAAHER DHCP ARS #3424 DNS, M ALLT RACADM #ird:

racadm config -g cfglLanNetworking -o cf gDNSSer ver sFronDHCP 1

3. W4t iDRAC L4 DHCP i A Fah4ii A DNS IP Hitil, NEEALLTF RACADM fiy4:
racadm config -g cfglLanNetworking -o cf gDNSSer ver sFronDHCP 0
racadm config -g cfglLanNetworking -o cf gDNSServer1 <3ZZ DNS-| P- fifif>

racadm config -g cfglLanNetworking -o cf gDNSServer2 </A#-DNS- | P- ftifi}>

4. 1% "Enter" (3 A) 5EMK iDRAC Active Directory JRERCE .

{F Y- 284 Active Directory fil SM-CLP B2 & iDRAC
B4 & wsUsir TFTP MR453, A3 CA IIEIFRILRS IDRAC M4 kL.

FEMEATF A4 ] SM-CLP i E R T ALK iDRAC Active Directory Jifit -

1. ff telnet 5 SSH %3t iDRAC JHfi AL F SM-CLP fir%:
cd /systeni spl/ oendel | _adservicel
set enabl estate=1
set oendel | _schemat ype=1

set oendel | _adr acdomai n=<r ac- FQDN>

set oendel | _adr oot domai n=<r oot - FQDN\>
set oendel | _adracnane=<RAC #H#>

se

/ syst eml/ spl/ oendel | _ssl 1 oendel | _certtype=AD
| oad -source <ActiveDirectory-ilil- TFTP- UR > /syst enl/ spl/ oendel | _ssl 1

set /systentl/spl/oendel | _ssl 1 oendel | _certtype=SSL
dunp -destination <DRAC A% #5- iAill- TFTP- URl > / syst enl/ spl/ oendel | _ssl 1

2. W iDRAC LCHH DHCP Jf: LA {#H] DHCP Ii%5 246t DNS, MEALLF SM-CLP 4

set /systenl/spl/enetportl/|anendpt1/ipendpt1/\
dnsendpt 1 oendel | _ser ver sf ronmihcp=1

3. Wi iDRAC -CU4%/1] DHCP si# L Fahiii A DNS IP Juht, WAL SM-CLP @54

set /systentl/spl/enetport 1/l anendpt1/\
i pendpt 1/ dnsendpt 1 oendel | _ser ver sf r ondhcp=0

set /systenl/spl/enetportl/|anendptl/ipendptl/\
dnsendpt 1/ r enot esapl dnsser ver addr ess=<Z- DNS- | P- #lffi>

set /systenl/spl/enetportl/|anendpt1/ipendpt1/\
dnsendpt 1/ r enot esapl dnsser ver addr ess=<%#- DNS- | P- 4 4iF>

Active Directory Fr: 324 %

K 6-4 FHTR, N Active Directory 86 I FRAESLHI 7 EAE Active Directory 1 iDRAC. L#SHEHTHCE . 7 Active Directory ifi, fReE4I% ST fadl. FAT iDRAC BRI
HPE MO R . TR TZH AR E IDRAC AR, FHEAERE IDRAC LECHE M EHARMIIY . S5 RIS ZARR, MERBIRES & LAE#A iIDRAC L, i
S Active Directory . 4~ iDRAC Hl il AE X LA A MA@, £ 5-10 SR 7 MEOAMBIRZGHTT £ 6-9 SR TRIMA @4l E.

& 6-4. i Microsoft Active Directory FFFHt 2HEL B iDRAC
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Active Directory iHELE EE

R 6-9. RilA G4HRNR

Bk | BT RRR £ #555

BUR

%

I | "Login to iDRAC" (&F3 iDRAC) . "Configure iDRAC" (BEE iDRAC) . "Configure Users" (RRE /) . "Clear Logs" (% H 0x000001ff

B &) . "Execute Server Control Commands™ (#4T fR& & H & <) . "Access Console Redirection” (i HE# & EER) . "Access
Virtual Media™ (3 FEBIMTE) . "Test Alerts™ (W) . "Execute Diagnostic Commands" (AT LR 4

#% | "Login to iDRAC™ (#5® iDRAC) . "Clear Logs” (& H&) . "Execute Server Control Commands" (AT fR% 58 i r 0x000000f9
P | 4> . "Access Console Redirection” (¥ [ & B [F1) . "Access Virtual Media” (3 HEBMAE) . "Test Alerts” (R INEH)

%M | "Login to iDRAC" (%53 iDRAC) 0x00000001
P

x WA 4 AR 0x00000000
T B 7 AR 0x00000000

B4 i RoHERf A R RACADM FRifk 42 Hr 4 (i1l .

HRiF U bRiESLH Active Directory :

1 ffifi] iDRAC Web I/ 541 120 [l bsifi 424 Active Directory #ll Web 5tfifil# iDRAC.

1 Ji RACADM CLI T.H. %2 ffiJibrifi 42 f Active Directory fil RACADM fi# iDRAC.

B BARHEZLM Active Directory i i iDRAC
1E Active Directory i LAjinl iDRAC i, 24T FFI26RACE Active Directory:
1. {£ Active Directory %4 (idzl#%) b, TFF Active Directory [/ RSN LRI,

2. QI@ASGERIAH. HEHAX MR LT EE IDRAC LM Web #ifi. RACADM = SM-CLP i# (2 ki HbriE4LH Active Directory fll Web SHifific# iDRACEL{L
FbrifE 424 Active Directory il RACADM il & iDRAC) .

3. ¥IEA Active Directory 41 A Vi iDRAC [#) Active Directory fif.

FAARUEZEM Active Directory fil Web AHEE iDRAC

1. 4T ASHE Web JIE M.

2. %3 iDRAC Web 5.

3. #if "System" (R4 — "Remote Access" (B ) — iDRAC, 5 ¥ “"Configuration” (BE) i£iiF.

4. ## Active Directory fJ7f "Active Directory Main Menu™ (Active Directory ¥ ¥8) 7.

5. fE Active Directory F3R# i 1ik#t "Configure Active Directory” (EEE Active Directory) jf#iidi "Next” (F—#) .

6. fE "Common Settings" (iM% E) #4:



a. k¥ “Enable Active Directory” (J§f] Active Directory) 4i%HE.
b. #A "Root Domain Name" (Root #£4) . "Root Domain Name" (Root %) & H kM52 4 RE Root 4.

c. BRI, DUy
7. {1t Active Directory %tk 4r #ii "Use Standard Schema' (f FIfRMESEM) .
8. il "Apply" (BLH) f#17 Active Directory ¥ H.

9. fERRHEAMIEE S0 "Role Groups” (ffadl) %, i “"Role Group” (ffa#l) .

"Configure Role Group" (FEEf&4) 1S ER, Hh ity "Group Name" (H4#) - "Group Domain" (#3) fl "Role Group Privileges" (£
BHBR) -

10. #A"Group Name" (H£ZH) . #iill iIDRAC %Mk Active Directory ffita4lff) %K.
11. #A"Group Domain" (i) . "Group Domain" (4¥3%) /& HEHIE4RE Root H4.
12. 1£ "Role Group Privileges” (f &M ) 71, BHABIK.

4 5-10 (68 71 1) ## T "Role Group Privileges" (#&HBHR) .

WRAEEAT AR, A GANR CEERA . BERAS BP0 SR T SO 52 AL R A S AUR .
13. iy "Apply" (B ) A7 M E .
14. ik "Go Back To Active Directory Configuration and Management” (R[E®] Active Directory RRE M)
15. #if "Go Back To Active Directory Main Menu” (B[E 8| Active Directory E3¢#) .

16. fiF SR CA IAIE 3% iDRAC.
a. i&# "Upload Active Directory CA Certificate" ( L# Active Directory CA \IE) iz, M5#dr "Next” (F—%) .

b. 7£ "Certificate Upload" (IAHEL#8R) T rhH A\ JAE AR SO A S0 B 22 DA ST
E4 %: File Path” (OB (55R LRI SO . AU NRSSCIFEE R, R A N 5 SO 44 SO T 4
WA SSL MER CAFFIIR CA %8 . 7EViiH iDRAC i management station F#E#&4FR CA WIE (2 "5 HHEEEGIFE CA JUE") .«
c. i Apply (A .
iDRAC Web server ¥ % “Apply™ (R J5HSIEH k5.
17. 4, SRt iDRAC LL5Erk iDRAC Active Directory JfifCE .
18. #Hiili "System™ (&%) — "Remote Access” GEREY ) .
19. i "Configuration” (BE) Wik, A5Hid "Network” (M%) .

20. WH7E "Network Settings” (& #E) Tk "Use DHCP" (fEf§ DHCP) (JI-F NIC IP jhiit) , Nli&fF "Use DHCP to obtain DNS server address" (f#
Fi DHCP 3B DNS R&##ik) .

FEEHA DNS %45 1P Hifk, HUiik+ "Use DHCP to obtain DNS server address™” (fff DHCP 3REl DNS JRE#8Hihb) i N EEMKT DNS [R5 1P i
il

21. i "Apply Changes" (RMAEH) .

iDRAC #rift 42ty Active Directory IhfEHc & 56 /K

{f F¥R#EZEH Active Directory fil RACADM B2 & iDRAC

{EH A R4, @i RACADM CLI THfAE Web JHHIEE RS ALK iDRAC Active Directory Ifig.

1. AL IR I A LLY RACADM fir%:
racadm config -g cfgActiveDirectory -o cfgADEnable 1

racadmconfig -g cfgActiveDirectory -o cf gADType 2
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racadmconfig -g cfgActiveDirectory -o cf gADRoot Donai n <root-FQDN>

racadm config -g cfgStandardSchema -i <#%/> -0 cf gSSADRol eG oupNane <#j -4 - 475>
racadm config -g cfgStandardSchema -i <#7/> -0 cf gSSADRol eG oupDonai n <RAC- FQDN>
racadm config -g cfgStandardSchema -i <%5/> -0 cf gSSADRol eG oupPri vi | ege <iFH/-fi/-f#5>
racadm ssl certupload -t 0x2 -f <#f- CA- iLifF- TFTP- UR >

racadm ssl certdownl oad -t Ox1 -f <RAC- SSL- Aiif- TFTP- UR >

G = Axiemse, wehE &8,

2. W% iDRAC LA DHCP JFHAHAEH DHCP MR%5#54E4L# DNS, M#ALLT RACADM 4 :

racadm confi g -g cfglLanNetworking -o cf gDNSServer sFronDHCP 1

3. 4R iDRAC LC4EA] DHCP BB T3\ DNS IP Hutlk, N ALIT RACADM fir4:
racadm config -g cfglLanNetworking -o cfgDNSServer sFronDHCP 0
racadm config -g cfglLanNetworking -o cf gDNSServer1 <3 %% DNS- | P- fifif>

racadm config -g cfglLanNetworking -o cf gDNSServer2 </AZ-DNS- | P- fifif>

f# FIFR¥EZEH Active Directory fl SM-CLP B2 B iDRAC
ﬂ ¥ AREEH SM-CLP F#0AIE. MM ALH iDRAC Web FtifisiAt, RACADM 4.

fHEFHLL Fir4H SM-CLP Bl iDRAC Active Directory Hrifi4ify .

1. ff telnet 5 SSH %3t iDRAC JHfi ALLF SM-CLP fir%:
cd /systen spl/oendel | _adservi cel
set enabl estate=1
set oendel | _schemat ype=2

set oendel | _adr acdomai n=<RAC- FQDN\>

2. #%IATA Active Directory fii (i LA R4
set /systeml/spl/groupN oendel | _groupname=<#&i4l N #/H#5>
set /systentl/spl/groupN oendel | _groupdonai n=<r ac- FQDN>
set /systenl/spl/groupN oendel | _groupprivil ege=<//"- HR- fi- #Ei%>

H N 13 5.

3. MIANLL T4 E Active Directory SSL iAiff.

set /systenl/spl/oendel | _ssl 1 oendel | _certtype=AD
| oad -source <ActiveDirectory-if+- TFTP- UR > / syst enl/ spl/ oendel | _ss| 1

set /systenl/spl/oendel | _ssl 1 oendel | _certtype=SSL

dunp -destination <i DRAC JlR%#$- ikii- TFTP- URl > / syst enll/ sp1/ oendel | _ssl 1

4. W iDRAC -t /5H DHCP H HA#{E A DHCP 45242 4LH DNS, WHEALLT SM-CLP #54:

set /systemnil/spl/enetport 1/l anendpt1/\
i pendpt 1/ dnsendpt 1 oendel | _ser ver sf rondhcp=1

5. W4 iDRAC LC44H DHCP sl M8FahH A DNS IP Hihl, WEALLF SM-CLP fii4:

set /systenil/spl/ enetportl/|anendpt1/\
i pendpt 1/ dnsendpt 1 oendel | _ser ver sf rondhcp=0
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set /systenil/spl/enetport 1/l anendpt1/ipendpt 1/\
dnsendpt 1/ r enot esapl dnsser ver addr ess=<:- DNS- | P- #i4if>

set /systenil/spl/enetport 1/l anendpt 1/i pendpt 1/\
dnsendpt 1/ r enot esapl dnsser ver addr ess=<##- DNS- | P- #iffi>

R S# EBEA SSL

WA Microsoft Enterprise Root CA ¥ i iz il 4 A/ E] SSL AIE, iHHAT FHLIRLAE &ANMeida kil 48 FJa H SSL.

1.

2.

TEBRPE B2 122 %% Microsoft @il CA.
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W javaws BRI, ERFAT JRE 2 HZRN bin TH.
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racadmconfig -g cfgUserAdnin -o cfgUser Adni nUser Nane -i 2 john
racadmconfig -g cfgUserAdnin -o cfgUser Adni nPassword -i 2 123456
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Mk iDRAC FF

/] RACADM I, AZUFA)IE MR o ASREAE TR B SCAHIIBR T .
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racadm config -g cfglLanNetworking -o cfgDNSRegi sterRac 1

@«
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racadm config -g cfglLanNetworking -o cf gDNSDonai nNaneFr onDHCP 0

<]
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a. EEHALLT A EH IPMIFEAR:
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racadm config -g cfglpmLan -o cfglpnmiLanPrivilegeLimt 2
b. IR, EHW OGS RE IPMI LAN {518 i &5

E4 3:: iDRAC IPMI SFF RMCP+ hifl. #363EN, W20 IPMI 2.0 A,

racadm config -g cfglpniLan -o cfglpm EncryptionKey <#Z#>

Hrh <@ =R AERA NI 20 TR

2. HAHUTFAAEE IPMI LAN E847 (SOL):
racadm config -g cfglpm Sol -o cfglpni Sol Enable 1
E4 . 1PMI SOL BUIMRIZRAITE T H#EE 1PMI SOL Fia R IMEIR . A %Ik, W21 1IPMI 2.0 #i7E.
a. FERILLFAAEH IPMI SOL AR :
racadm config -g cfglpnmi Sol -o cfglpm Sol MnPrivilege <Z%j/>
Heh<Zf > JELU R HAME:
o 2 (AP

o 3 RS
o 4 (EHR)

B, ZRE IPMI BRIy 2 U, AT a4
racadm config -g cfglpm Sol -o cfglpnm Sol MnPrivilege 2
E Y. EEER LAN ESTREIE, MR SOL 4% 5 managed server [ R R M.
b, FEFILLF A4 HH IPMI SOL s
racadm config -g cfglpniSol -o cfglpniSol BaudRate <}/F%>
Hrh<Jir#>% 19200, 57600 5 115200 bps.

i
racadm config -g cfglpm Sol -o cfglpni Sol BaudRate 57600
c. EETEdAPURTHLHA LT 64 SOL.
ﬁ ¥E:  SOL wJBUAREAN I I ERAS -
racadm config -g cfgUserAdnin -o cfgUser AdninSol Enable -i <id> 2

Hoep <id> A M 1D,

EEE PEF
WAL E 75 3 iIDRAC XA & BRI it . 75 9-3 FIH T Al BEAIIE/ERITE RACADM HibRi I .

R 9-3. FAFMHEME

ik B

Tt 0
1
2
3

EQLLR
HHG T
FMUE FEIFHL




1. MHLTAATE PEF #1E:
racadm config -g cfglpniPef -o cfglpniPefAction -i <&4/><tElFfi>
Horr, <# 7> & PEF %4l GHBH LML 5-6) , <#fFfi> K H%E 9-3 Mfi.
Bildn, HRINEIA IR E A PEF EHSI S RGIFE IPMI B, BT R4

racadm config -g cfglpm Pef -o cfglpm PefAction -i 9 2

EE PET

1. FEFILAR 4 8 4R

racadm config -g cfglpmLan -o cfglpniLanAl ertEnable 1

2. fEHLAF a4 /E i PET:
racadm config -g cfglpmPet -0 cfglpmPetAlertEnable -i <#%5/> <0| 1>
Horr < g/> & PET HARZSl, T 0 5 1 4515 PET SUS ] PET.
Biltn, ERAAAED 4 1 PET, #AUTMH4:

racadm config -g cfglpniPet -o cfglpmiPetAl ertEnable -i 4 1

3. LT @& ACE PET 5m%:
racadm config -g cfglpniPet -o cfglpniPetAl ertDestlPAddr -i <#7/> <l P- #iifil>

o <g 7> & PET HARRGl, 10 <IP-fhil> RENCT G SR ALN H bR 1P ikt

4. WEAGLHRT S,
TER A PERTE TR
racadm config -g cfglpmiLan -o cfgl pm Pet Conmuni t yName <& 7>

Hrh <& F> 3¢ PET HlthAFk.

Io B T A R

1. HALCF A4 8 AR i

racadm config -g cfglpmLan -o cfglpnilLanA ertEnable 1

2. HANUUR 4 i AT i R
racadm config -g cfgEmail Alert -o cfgEmail Al ertEnable -i <#%#7/> <0| 1>
Hrh <F 7[> ZETUFHARRS, 0 SR TSR, 1 RAER. I EARRG TR 1B 4 2 ME
B, ZRHBARG 4 MARFHEE, AT R4

racadm config -g cfgEmail Alert -o cfgEmail AlertEnable -i 4 1

3. JEREA A BLR A 4G B TR
racadmconfig -g cfgEmail Alert -o cfgEmail AlertAddress -i 1 <#iFHEHEHIAE>

Horb 1 R RARR S T < FHEAFHLAES RECT G ARG R AR T

4. HEHEEESOHE, WAL T EL:
racadm config -g cfgEmail Alert -o cfgEmail AlertCQustonMsg -i <F5/> <HEHE>

Jerp <ZHJ/> RWTUBAE HARR S|, W <f7E > & 11 E SGH B

5. WURFE, @i CUT dr R ImL E A T
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racadmtestemail -i <#5/>

Horh <& J/> BRI THE A ARR ]

BB IP i (IpRange)
1P b (2 1P JEEfED N v 1P sl P 4R e E BN % 7 sl management workstation % iDRAC #4715l JLE e Stk #l 4.
IP i N B0 1P #ihk 50T cfgRacTuning JEEH 5 E N 1P Hhhl i A b ik :

1 cfgRacTunelpRangeAddr

1 cfgRacTunelpRangeMask

cfgRacTunelpRangeMask JE fEEER F T4\ 1P Hihlk, R T cfgRacTunelpRangeAddr &k, gy BAHIR, HAMIGFERMALIE T IDRAC. AiZIaE LLAMG 1P Mtk
BRG] SR

MR FRIERE TR, R Uk

cf gRacTunel pRangeMask & (<#A-1P- fiifi> ~ cf gRacTunel pRangeAddr)
o & RBURIEAL ", T A AL R

i %% cfgRacTuning T f# cfgRacTuning Ja k() 5e % 51%.

# 9-4. IP WAt (IpRange) Bk

JRiE L
cfgRacTunelpRangeEnable | J5 ] IP JEE KA IIfE.

cfgRacTunelpRangeAddr | Ui IHERG i 1, Bi5E ATHSZH0 1P HuhEfRE .

BN cfgRacTunelpRangeMask (#6557, g Fi e 1P Hibbi s . it & A RERIEERT 1P Hubl %0 Fa VRS, AU vt Bl A i)
1P Hdik G H o . S AR PRI ERIE Ao 192.168.1.0 F 192.168.1.255 i H k55 .

cfgRacTunelpRangeMask | 5& X IP Huhl A (A7 B . HERS PR FH N4 RS i X, o Bamfr il 1, BARAeihE.

WBE IP %

HAE Web FHEHECE IP ik, NAZHXLDIE.

1. #Hih "System" (&%) — "Remote Access" GZHV ) — iDRAC— "Network/Security" (R#&44#) .
2. {£ "Network Configuration" (W% &) 7 I, # "Advanced Settings" (FH& ®E) .
3. #™ "IP Range Enabled" (IP #EE BB M) HiEHiJFMA "IP Range Address™ (IP i E#idk) 1 “IP Range Subnet Mask" (1P B FM#15) .

4. i "Apply" (B .

PAF AL Al RACADM 8 1P fiik (R«

E ¥ WSRLEIAN RACADM fir 417 7 1 fif#5 5 RACADM Fil RACADM fir & (111 .

1. LLF RACADM fii4£:[%EF 192.168.0.57 LISMAIFTA 1P Hiht:
racadm config -g cfgRacTuning -o cfgRacTunel pRangeEnabl e 1
racadm config -g cfgRacTuning -o cfgRacTunel pRangeAddr 192.168.0.57

racadm config -g cfgRacTuning -o cfgRacTunel pRangeMask 255. 255. 255. 255

2. EERIREI R /NGRS 1P L (B, 192.168.0.212 F| 192.168.0.215) , WA hEREARH AL ASME H TG L, W0 R FR:
racadm config -g cfgRacTuning -o cfgRacTunel pRangeEnabl e 1
racadm config -g cfgRacTuning -o cf gRacTunel pRangeAddr 192. 168. 0. 212
racadm config -g cfgRacTuning -o cfgRacTunel pRangeMask 255. 255. 255. 252

VBRI 55 TRy 262, ikl #F oy 11111100b,
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1P fi 3% J8 U
JE 1P i i G LA 500«

1 fifk cfgRacTunelpRangeMask LAMZHERGIERACE, HIAMEEN N 1 GE T , ERLHBEHN 0.
1 PRGN AL {E A cfgRacTunelpRangeAddr (8. Bkt 32 7 it il {E SEH HERD 7 9 2 10 AT R 1 AR B %2

E I1PFHE
1P BHEES) AR FURFE 1P Mk SN BRI, IS (BRI b 7E BUA IR [ 12 3 % 5% iDRAC.
1P PHLFE D) RE AR
1 RVFRIE AN S (cfgRacTunelpBlkFailcount)
v FRD TR B R ZUR E I TRIHESE (cfgRacTunelpBIkFailWindow)
v BHAEEBHZE 1P MUk e fo Y RIBCEBUR AR L 22 TE I [ (BP)  (cfgRacTunelpBlkPenaltyTime)

BEATRESE 1P ML B e RMORBOR T A, X AG (22 y BT B B AP R B S5, RIGOTT ST 2 RO L T B

§ . WRE P MU BRI, A SSH % s R LA FEE: ssh exchange identification: Connection closed by remote host. (ssh exchange #x
W EEPOEE KA. D

2 IDRAC i PEHUE FEALRG 506 LT R cfgRacTune JRIER5E#51% .

Gk ARG EYE S TR E LS.

R 9-5. BERERMH)EE

JR i )54

cfgRacTunelpBlkEnable JAF 1P FHIET)fE.

WRAE— By (cfgRacTunelpBIkFailwindow) %t 1P Hutik HHIESE 1 &I (cfgRacTunelpBlkFailCount), JJ7E— B[] iy
(cfgRacTunelpBlkPenaltyTime) > F iZubik ity H e 2 37 £ 16 24 2 SR 4

cfgRacTunelpBIkFailCount WEIELHE 1P Ml 8 s 20 fo v (08 3 R B

cfgRacTunelpBIkFailwindow | WEURIINE RIHERE (FD) o 2 RMCKE L BERR, HAR S N iH5as

cfgRacTunelpBlkPenaltyTime | & X— /M RITEE (UL AT, 7EIZIGHI IR RNGE 2 (A 1P Hhbik i E st 2.

B 1P %

PR RG50S 7 e — 43 OB FLR B e SR, M BELIEAZ T 1P bl S 21
racadm config -g cfgRacTuni ng -o cf gRacTunel pRangeEnabl e 1

racadm config -g cfgRacTuning -o cfgRacTunel pBl kFai | Count 5

racadm config -g cfgRacTuning -o cf gRacTunel pBl kFai | Wndow 60

racadm config -g cfgRacTuni ng -o cf gRacTunel pBl kPenal tyTi ne 300

VAR 7R GITE— 43 B P9 BELLE =R L R R, ORI B il — /i

racadm config -g cfgRacTuning -o cf gRacTunel pBl kEnable 1

racadmconfig -g cfgRacTuni ng -o cfgRacTunel pBl kFai | Count 3

racadm config -g cfgRacTuning -o cf gRacTunel pBl kFai | Wndow 60

racadm config -g cfgRacTuni ng -o cf gRacTunel pBl kPenal t yTi me 360

R AH# RACADM BB iDRAC Telnet #1 SSH %

telnet/SSH #iil G W LA RACADM fin 2 fEA ML E (£ managed server 1) .

K4 #: 24iA4 “Configure iDRAC” (BLE iDRAC) KURA AEAT A i fir 4.
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4 : 7 iDRAC HEHIALE telnet 5 SSH ULEIN, LM N& il 40 &4 L TTHA %15

MAM RACADM J5 il telnet fil SSH, %3% managed server F£7Edr SR LL T 4 :
racadmconfig -g cfgSerial -o cfgSerial Tel netEnable 1

racadmconfig -g cfgSerial -o cfgSerial SshEnable 1

ZHER telnet sl SSH %5, KHEM 1 HHCH 0:

racadmconfig -g cfgSerial -o cfgSerial Tel net Enable 0

racadmconfig -g cfgSerial -o cfgSerial SshEnable 0

BALL T4 % iDRAC L Telnet iS5 .

racadm config -g cfgRacTuning -o cf gRacTuneTel net Port <#fii[15>

B, EHEH telnet i AERIN 22 5] 8022, #AML#H4:

racadmconfig -g cfgRacTuni ng -o cfgRacTuneTel net Port 8022

H KA RACADM CLI @4 5c %8518, 152 (i At RACADM i 447 YHifi

¥ iDRAC Bt & o4t

iDRAC it U — /M IDRAC HUlit P KR I SC A . TTLLEJT] RACADM getconfig T4 /Ll IDRAC 4 H{E I B SC0F. 7 LA JG 4% 014 9761 RACADM config
-f P A IDRAC, BRKHL E L4 F)3LE iDRAC.

£l iDRAC BB
LB SO — AN AR S (R o TRV AT ROt 44 .ofg SCHED B R ERE R RS 3R
TC B SO AT A

VSO AR B
1 {ii/fl RACADM getconfig T4 M iDRAC 33

1 {#fil RACADM getconfig 4 M iDRAC 375 I & 4l
Z{#H RACADM getconfig iy 4 #AGHCE X, £ managed server 23RN LT 4
racadm getconfig -f nyconfig.cfg

B 418 4 HT H R h YR S myconfig.cfg.

o B SCAFE

O R AR GIE S g E O, i Windows EFARER RS Linux ¥ vi. racadm AT RN ASCH AR, BRASEMRAMNIAHIREL, HATRERIE iDRAC ¥
W

AP435t WG B SR R

1L # JFRIAT AR

i

#

# This is a coment
[ cf gUser Admi n]

cf gUser Adni nPri vi | ege=4

AR HBAUT [ ] TR,

FRAMKGERIGL F4F LN — 5T . S AR AHEZ A D R R BT . A R (0 5k SBUR R . i B AU 12iDRAC R A P 2 et G b nidk o3 4.«

CURORBIEIR T AR X R LSS G R A
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il
[ cf gLanNet wor ki ng] (414 #0)
cf gNi cl pAddr ess=143. 154. 133. 121 (X &4

SRR E N R= (0, R R = FUEZ AR 2

5 B BN . TR AR AR = AIRPTE PR RE R (Bl — =, o8 # [ 155 .

ST BRI R H

FP B M MA RG] WRRGI O, WEZRS, SUREZHNE — MR el H .

racadm getconfig -f <X/F&>d S RERREAER TSGR, RV EE QTR

E4 = TR A& FRb a0 a5l Al
racadm config -g <1 4 #> -0 <#iEX Z> -i <FJ|> <Mt—E(ibrid 45>

v RSIALIAAT LI NREEL SO R -
F P s LA R 4 FEl B R 50 R
racadmconfig -g <#EH> -0 <HREH> -1 <FG>""
Ed & E=50E A SRR R IDRAC B EEALNZS] .
ERARGAMAL, WEAL T4

racadm getconfig -g <##&> -i <&i/>

TG, X RENARC A APEL DG — X R RO TR 5 4L R0
[ cf gUser Admi n]
cf gUser Adni nUser Nane=</lj /7 %>

TR HTEBR R G, X A3 ] KA X R

iRt N IDRAC BENIZAIIFTH RS . FUE IDRAC I, 2 A FEFT AR R B S R ERI ARG, WZRSHER SR TE iDRAC LA,

ASBEAE D B R B R G

T AU RMBR 2 5], Rk, AE— BTG, RS AR SRR, IF B AR ACRME RG] WUREGIAEE, WESOZRS] . WEREGIAAEAE, WAES TR
Glo BEITETE R AT BTN 51 5% H AETA B RAC 2 18] SEBURS i 3% 51 IT Gy T SE AN 05« S F P s i 22 58— AN T IR 51 R 2 5138 T L Z0a i
FF s WAE—A iDRAC AT CLIER 20 M ANIZ 4T (90 B S0 AT RETCIEAE 3L e IDRAC L IEREAT

EREEXFH ) iIDRAC IP Hillk
ESBLE A IDRAC IP bR, TSR A AT RN <Zi>=<fE>%H. REHA "[" A 1" NSk AR E, Amms 1P Mk E UG <AH>=</g> %H.
i

#

# Cbj ect Group "cfglLanNetworking”

#

[ cf gLanNet wor ki ng]

cf gNi cl pAddr ess=10. 35. 10. 110

cf gNi cGat eway=10. 35. 10. 1

SRR BN IR A A

#

# Obj ect Goup "cfglLanNetworki ng”

#

[ cf gLanNet wor ki ng]

cf gNi ¢l pAddr ess=10. 35. 9. 143

# comment, the rest of this line is ignored



cf gNi cGat eway=10. 35.9. 1

BABEEXHZ iDRAC

% racadm config -f <XfF&> Syt ESCH CASIEA RN A FRAEAE I F P AR . RSO B AR AT iy 2451, BERISCIF A 3037 IDRAC $dli e«

Ed & ZHRIEEATAES iDRAC HdifE, 4% -c HUANE config Tird .

TS P R BRICAT 175 LA R — S AR 5 SR Z v f. AU IE P AT 3%, ARG 4 W DU RC L SO T3 IDRAC.

Q© EE: I racresetcfy T &K HHE A IDRAC NIC B B ¥ YIMGIR NI IFMERAT A1 1 RIS AL SRR AT, (Rt ol SLAR A/ 1 P R L
#AT racadmconfig -f <XfF&> AR, FILLE(T racreset Fi4HE & IDRAC NERINKE . Wit B mEiom B SO fIa a2, i/, Rl Mtes.

B IR E SO EHT iDRAC, i57E managed server K3 RFFAHAT LA T 54

racadm config -f <¥f#4>

A 5EMIE, " LAIT RACADM getconfig i 4l sE S .

L& £4 iDRAC

fEARCE S, WTLLAAMFR R EIE IDRAC. #ZIIXIE PRI E £ 1 iDRAC:

1. MAHEZHWEN iDRAC Q&R E CIF. /£ managed server [arS3RfikL, MALL T4
racadm getconfig -f <Xff#>
b <WfE4> RARAT IDRAC JEPERISCIFI 4 HR, Hiln myconfig.cfg.
HRVEN, W2 IDRAC LF A,

4 i SSmE SO S IDRAC . Clnigds 1P JBIE) |, 7EAS SO IEILE IDRAC 2 AT U4 SR L .

2. GRERLE b U A TC B SO R SR A A A I B
3. KR E SO B M RS, (HECE IDRAC 4% managed server Al LA S0

4. XTEREKE IDRAC:
a. %3 managed server I Elfir SR .

b, WIREMBOAREFEHCE IDRAC, MIALL 4.

racadm racreset
c. LR ar & HEF SCF N iDRAC:

racadmconfig -f <x¥ff&>

Hrh<XfF E=>RQIR MRS E SR AR WRSCAE TAE F R, e idd e iz
d. EEHAL R4 =R OALER IDRAC:

racadm r eset
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H 3%

F iDRAC SM-CLP #4477

Integrated Dell™ Remote Access Controller E#&4A 1.11
Vak k|

] SM-CLP 4T A44

iDRAC SM-CLP 3§}

SM-CLP_Thifit

S MAP_ bl %% 7]

{4 _Show Verb

iDRAC SM-CLP sxfi]

Jil Telnet ¢ SSH {#i/i] LAN E#i47 (SOL)

A4 T A% IDRAC 1 Server Management Workgroup (SMWG) Server Management Command Line Protocol (SM-CLP) ({3 ..

E ¥ AHHEEENE Systems Management Architecture for Server Hardware (SMASH) Hrififil SMWG SM-CLP #iit. 45 CIX Byt (VERs, i 20 oA A AT 5%
/NH (DMTF) M3 www.dmtf.org.

iDRAC SM-CLP J&Hi DMTF il SMWG #EZhf—IHML, $24ET REEFH CLI SLiErbaitE. & X SMASH 1R REHIN TS TAE, BIENTE L hif RGE MALFE L IER . SMWG
SM-CLP j& DMTF HEB) (K4 SMASH TAEH 1 — %) o

SM-CLP 2t 74l RACADM #5447 FHH A — &0 Shfig, RAMVIHEEAR. SM-CLP #£ iDRAC #1447, ifii RACADM 7£ managed server LT, %%, RACADM 2 —F Dell
G, T SM-CLP b F-bRdE Ftifi . i 2 FIRACADM Al SM-CLP %5 T fif RACADM Fil SM-CLP fir 4 [fImest .

i SM-CLP #17 R4 &
iDRAC SM-CLP {H /" e M dir A7 BIAE 2T LU R RGTTIAE:

VORGSR — 19T, RMEER SIS RS
1 AZGHMHE (SEL) 8 — BoRoifk SEL itk
1 iDRAC HIJ" ik /5 3
1 Active Directory Ft#
1 iDRAC LAN AZE
1 SSLOAEZ44TER (CSR) Em
R A E

1 {£ Telnet 8 SSH | LAN L7 (SOL) HiEf

iDRAC SM-CLP ¥
SM-CLP /&#fE iDRAC [ffE 3% telnet il SSH #%#:, iDRAC SM-CLP #4411 DMTF 4141449 SM-CLP M4 1.0.

PUFHB434R4E T iDRAC 12 SM-CLP ZhfEfIME K

SM-CLP TR
SM-CLP MU (T — 413 bl SM-CLP verb, wliliid CLI HIT-fij# RGei .
SM-CLP {24t verb &, JFEAE CLI RERGE EIIRE. verb FmBHITHIHRIE, 11 HARSE T EIZ T RIEM LA (x50 .
PAR & SM-CLP i 47 (118
<verb> [<i®Ti>] [<HAR>] [</@i>]
£210-1 42447 iDRAC CLI CHFi verb (54, #AG&HiEE, Ll verb SCRFFEIAIE .

# 10-1. X#H SM-CLP CLI Verb

Verb |8 IR

cd {£H shell %fii Managed System #ith-=[i]. | - default, ~examine, -help, —output, -version
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ik

cd [ [ Hi

dunp -destination <UR > [ #3] [ H#r

delete | MIERRXS R4, - examine, -help, —output, -version
e
del ete [#1] Hir
dump | #HEHIBUEA MAP #£% URI. - destination, —examine, —help, -output, —-version

exit M SM-CLP shell £:i5iBH .

ik

- help, -output, -version

help 5% SM-CLP i 4.

-examine, -help, -output, -version

load | #HMIBZA URI B% MAP.
ik

| oad -source <UR > [ #7H] [ H#r

- examine, —help, —output, -source, -version

reset | HtHb.
Wik

reset [0 [ H#rl

- examine, —help, —output, -version

set W H bR
k.

set [ [ A4 <@iE#F>=<{i>

- examine, —help, —output, -version

start [&5] [ AR

show | E/xHFREM. verb 17 Hir. -all, -default, —display, —examine, —help, -level, —output, -version
ik
show [ A [ HERl <EPELH>=<(E>

start | AZIHE. - examine, -force, —help, -output, -version
k.

stop PR
i

stop [T [ H#r

- examine, -force, -help, —output, -state, -version, -wait

version | 7 FAREIA R E .

i

version [ 7]

- examine, -help, —output, -version

# 10-2 YiW] SM-CLP i3l HUbitlif 5kt mEhirs.

£ 10-2. XFHK SM-CLP E I

SM-CLP #% 17 | #6941

-all, -a R verb AT HTA T REMITIRE .

-destination | 7E dump @4 HHRE A EMUR AL E .
1Bk

-destination <URI>

-display, -d | ka4t
ik

-display <@tk |

H#s | verb>[, <@ |

H#5 | verb>]*

-examine, -X

TR 2 A B A TE A PUT fir & IR IL T 0 E iy & 3




- help, -h &7~ verb 8.
- level, -l 878 verb 76 Fbz L LARE BB AT 1200 R A

ik

-level <n | all>

- output, —o | e M.

ik
-output <text | clpecsv | clpxm>

-source £ load #74 i EMIR A E.

ik

-source <URI>

- version, -v | &7 SMASH-CLP fiA% .

B MAP Hilk 2=

ﬂ o AHT () RURAHL (\) 7 SM-CLP HhEBR R al LUE . A, A7 R IR AT 2 i 78 F — 4T 4RSI F7E i & 43 i v 2 .

A[LUER] SM-CLP 5 BEIfx S RO T BT 1) 2 (MAP) ik 2 Vs [ HES Y H AR R . MR A2 4 i ANt 2 IRV AR 306 A 4%

MREFRLARAL (/) BURRHL (V) Fox. X285 iDRAC M ERRIE S . EH cd verb MR T3, B, ESHBREFMHHE (SEL) PHE=ALR, WAL TFmL:
->cd /systenl/spl/logsl/record3

A HARE cd verb PAAHRTEMAL 8 b ¥ B ALE . .. Al . 4S5 HFEA 576 Windows L Linux fPAfE: .. $8Q%, T . 1549805

Hiz
£10-3 B4ET SM-CLP AFHIEIRAI%.

# 10-3. SM-CLP H##

Bz X

/system1/ Managed System H#z.

/system1/spl &2 S

/system1/soll LAN FH4THFR.
/system1/spl/accountl through /system1/spl/account16 | +75/ 4t iDRAC Jil /il /. accountd ARk /.
/system1/spl/enetportl iDRAC NIC MAC #iik.
/system1/spl/enetportl/lanendptl/ iDRAC IP. [M SR 45 FERD 15 5 o

ipendptl

/system1/spl/enetportl/lanendptl/ iDRAC DNS fliz%5 a3 8LH .
ipendptl/dnsendptl

/system1/spl/groupl through /system1/spl/group5 Active Directory trifE 444 .
/system1/sp1/logsl ERRESERTN
/system1/sp1/logsl/recordl Managed System {54 SEL i34,
/system1/spl/logsl/records Managed System Lffj SEL H#z.
/system1/spl/oemdell_racsecurityl FHRAE RANIE 24 1 R I S 57 ik
/system1/spl/oemdell_ssl1 SSL AIE# SRR A
/system1/sp1/oemdell_vmservicel REAU A iC B RDIR A

f#H Show Verb

BT R FARIOVENS . 1 show verb. It verb SoR HARKIENE . F HARFIZLLE ¥ # SM-CLP verb f511%.

i -display % 5



show —display 5 7 VFBR i 654 4 oA — e ANt BERR verb, filin, 2RSS LA B SR H bR, LT
show -d properties,targets /systenil/spl/accountl

BRI, %00 R a4 T LABR s -

show -d properties=(userid, usernanme) /systenl/spl/accountl

WRABE R AR, ATLVEREE S

fEH -level # 5

show -level J&TFESE HbRLA FIZUNIGT show. ik, WRBAEE /systeml/spl Tk 1 FWE /T 16 () username Al userid JitE, LA LU a4
show -1 1 -d properties=(userid, usernane) /systenl/spl/account*

FEE HhE A R T FARAURYE, G -1 all BT Wbl R

show -1 all -d properties /

£/ -output IR

-output i£1iEE SM-CLP verb #ith iUt Xz —: text. clpcsv. keyword i clpxml.

BN text, REATEML. clpesy iU S ARMRKR, E& TR TR . keyword R VAT F=00 5 FA4HE R cloxml #3202 XML 0B, aF
response XML Ji%. DMTF #&5E 7 clpesv fl clpxml ##38, HM5E A LAE DMTF i www.dmtf.org $£3].

PUR R ER T T L XML #irth SEL %

show -1 all -output format=clpxm /systenl/spl/logsl

iDRAC SM-CLP R4
DL N T (6] SM-CLP #1447 L R HRAE A4«
1 RS AR
1 SEL &
1 WU HBRSAT
1 RRRG RN

1 % IDRAC IP Hiuhh. F RN ik

PR 55 2% FR VR B

4 10-4 T SM-CLP 7£ Managed Server A7 s IR FLE1ERI R B .

£ 10-4. RERHREHEBRA;

B Bk

{fiH] SSH #tifi% 3 iDRAC |>ssh 192.168.0. 120
>| ogi n: root
>passwor d:

KRS 2 ) LR ->stop /systentl
systenml CURIhFEILE
MRS B MR PR ATIF | - >start / systent
systenl SHINKBL

piv R 8 ->reset /systenl
systenml CpIhE B

SEL B#

4 10-5 Bt T SM-CLP 7 Managed System LT SEL HIFARAERIRH.



# 10-5. SEL FE#H

B 373

#%E SEL ->show / systent/spl/logsl

FIb%:

recordl
record2
record3
record4
records

J& <

Description=IPM SEL
MaxNunber O Recor ds=512
Curr ent Nunber Of Recor ds=5

Verb:
cd

del ete
exit

hel p
show
version

#F SEL il | - >show / syst eml/ spl/ | ogs1/recor d4
ufi p=/ systentl/spl/logsl/ | ogl/recordd

J&

Capt i on=Not defi ned

Descri ption=Backpl ane Drive 0: drive slot sensor for Backpl ane,
El ement Name=Not Support ed

LogCr eat i onCl assNane=Cl M Recor dLog

LogName=I PM SEL

Creat i ond assNane=Cl M LogRecor d

Recor dl D=4

MessageTi meSt anp=16: 37: 10, January 13, 2007

Verb:
cd

exit

hel p
show
versi on

drive presence was asserted

itk SEL ->del ete /systent/spl/logsl
I e b

WA H AR A0
1106 KT od verb SATBIIARGL. LRI, BNk R /.

* 10-6. i BiF SHUERME

#®1E B
SAFIRG HbRIFEH T ->cd systeml
->reset

I ESINCL

S SEL HARIFE/RHEICT]->cd systenl
->cd spl
->cd | ogsl
->show

->cd systeni/spl/logsl

->show
SR 4T E AR ->cd .
E#—% ->cd ..
gt shell ->exit

RE iDRAC IP Hihk. FRVHEALA RS HE hE

1 SM-CLP Hi# iDRAC 4% Jm 2 — N o it e




1. &E NIC JB¥E¥iE, fiEA /systeml/spl/enetportl/lanendptl/ipendptl:
o oemdell_nicenable — &% 1 JiH] iDRAC %, 0 AEH]
o ipaddress — IP ikl
o subnetmask — T MHEiY

o oemdell_usedhcp — %4 1 ifH{#fH DHCP % # ipaddress fil subnetmask J&ft, 0 #EFHAME
2. il committed EPEEE Y 1 HEATH{E .
T fnt commit EYERIEA 1, RIS RERES) . GRESUEMENE, commit BYELERN 0, FoRHM R,
4 #: commit R LT /systeml/spl/enetportl/lanendptl/ipendptl MAP R B[Rt Bl SM-CLP fird & riitik.
K4 i w4l RACADM ¥ iDRAC M%JRME, (ST S AN, FlyAlh RACADM AT 4%
PRACTHSS, BB 2, G telnet 8¢ ssh 2 if#ab, M5 NIEECPIR, W LUEIR 2 1F 2445 ELE ST SM-CLP 674
2210-7 #4t T{lH] SM-CLP ¥ iDRAC JBTE (X711

£ 10-7. i SM-CLP ®E iDRAC M#)& i

#efe Bk

S#3 iDRAC NIC JEtEALE | - >cd / syst eml/ spl/ enet port 1/ | anendpt 1/ i pendpt 1
WHEH 1P Hubk ->set ipaddress=10.10. 10. 10

T R ->set subnet mask=255. 255. 255. 255

#17F DHCP fri& ->set oendel | _usedhcp=1

JaH NIC ->set oendel | _ni cenabl e=1

AT ->set conmitted=1

£/ SM-CLP ¥ #%r iDRAC [ #

A SM-CLP T iDRAC [fff, ZUkNE Dell THHAIFELI TFTP URI.

TR IR LIRS SM-CLP 53 i 1«

1. {#ff] telnet 8¢ SSH %3t iDRAC.

2. JERHNCUR dir R A Al E R A -

version

3. HABL a4
load -source tftp://<tftp- [RE#> <EH- #17> | systentl/ spl
Horh <tftp-flR % 4> /& TFTP R%5 2310 DNS ZFREL 1P Sluhlt, 10 <@p-ifiE> & TFTP %5 2% LB fHinifiz.

telnet 3 SSH & iff 2k, WIRET 25 F7 LA [ AR5 A RESE Ao

4. FIIESAHEM, R telnet 8 SSH L IFFHATFTAIA version @4,

A Telnet 8% SSH fff LAN E&1T (SOL)

1 Management Station L{f/f] Telnet = SSH i &i%#:%] iDRAC J§)5 H €1 managed server [T DG GH. HIIEER IPMI SOL [, %5 R
solproxy —JS 2 FIRLFF7E 44 K (1) Fe 45 A7 5O . iDRAC SOL J7 s bR 1 44h A IR P O T B, R R AT B 44 6402 72 iDRAC AT .

{EHIK Telnet 50 SSH &l & MAZAEABEIFIAN K H Managed Server Hi475 L% . #4700 FUEH HEINEI07 5L ANSI- 50 VT100- 435115 Shell L.
i/l Telnet, #4%%| IPMI LAN SOL i H—¥i 1 2100. #474%6 & @ mE] Telnet % 4.
{#f SSH 5 Telnet, #%Mi%4:3] SM-CLP /5 :0i%4%%] iDRAC. SOL ¢4 n] LA A /system1/soll BhriEs).

2 2245 Telnet ik SSH %) T fif 47 RAE M i 47 iDRAC (¥ Telnet 1 SSH % /=5 (¥ 145 .


file:///E:/Software/smdrac3/idrac/idrac1.11/cs/ug/chap03.htm#wp95089

¥ SOL Over Telnet FF Microsoft Windows L HyperTerminal

1. %4 “Start” (FFHE) - "All Programs™ (JiERFE) — "Accessories” () — "Communications” (&) — "HyperTerminal" (iB% &%) .
2. ERANARR, EFEER, JRRd oK™ (D .

3. M "Connectusing™ CE#MR) TEMIFE ik TCP/IP (Winsock).

4. fE “"Host address" (EHLMHL) BN iDRAC 11 DNS #Fiak 1P k.

5. f£ "Port number" (3 H5) FEAHA Telnet i 5.

6. Hili "OK™ (BIRE) .

WL SOL £xif, #iifi HyperTerminal T Ebr.

¥ SOL Over Telnet F-F Linux
M Linux Management Station L) Telnet J43) SOL, if#iTixeebig.
1. JA3) shell.

2. fEFLAF iy &i4E4% 5] iDRAC:

tel net <i DRAC-i p- fi4il>

Ed % wEEHRT Telnet MEMMUSHIE G 23) , RSO SHENT telnet fré4h)2

o

3. HIALFAr4 RS SOL:
start /systenil/sol 1
X 43| Managed Server [ 4751 .

HERUFIR SOL &, BN <CQrl>+] (&Ml Ctrl JFENA S, SAEMIP) o Telnet SURFFIE 278, B quit B Telnet.

{f#f SOL Over SSH

/systemi1/soll Hixft ¥ Managed Server {475 & E 3] SSH #5414 .
1. /] OpenSSH Z PUTTY ##:8] iDRAC.

2. HALF4LUEZ) SOL:
start /systendl/sol 1
X£2%E4:3] Managed Server fH4TH . SM-CLP #r &AM H.
iR SOL HUEFIN, % <Enter>. <Esc>, SRtk <T> (ZFENMZIXIER) o 4561 SSH &ifi.

—HJi3) SOL, WA fEiklE SM-CLP. WAURH SSH £1E)fFHah#i il MER SM-CLP.

Hx
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H 3%

$/ iVM-CLI 3 Z#/E RS

Integrated Dell™ Remote Access Controller E#&4A 1.11
)i Vakit]

@ Jput2n

@ Gl SRl
L
)
]

HERAE RS

(T DAY R o 42 47 5 T 0 LR T

SR A AT S (IVM-CLI) AFIFER & — A 447 5, A management station [AliZfi R4 IDRAC & GtIEIA D) fiE .

BRAG BRI RS

AT A M IVM-CLI 2 JIRE SR RE] 20 7] 248 1R B

TR Z Y

THART IVM-CLI ATIREFFRT, REAfifR H AR R ARG 2 ] R4 RF4 LLT 82 B8 (1 2K .

ZRERZER

1 iDRAC fE &AM R4 LICHE .

2% B R
WYL I 5N L LA TR LA
1 RERGCI
1 BN IRERR T
v BRAERG] SBE

WHRSCAF AU —MRE RS CD, WA LURBAT TALARHERT AT 5] 24 50H) CD/DVD 1SO MR .

BT 5 BB S

] IVM-CLI RIRAAE 71, W] ATE 25 ch i 24

AFWRAR AR08 BT R RGN, SERORIT SR R ANAZ SIS G BRI IIMME SO, FE7] iDRAC Web JT1/2 SIS BRGSO MBI RS, )G 51 3% R 4.

PUF #8440 T4 54 Linux Al Windows 245 A1 WA ST 1R s a2 5 6

A Linux REAIEBLE S

WASRAHE (dd) AT Linux RIS SIECH .
BB UARTER, T I AL F 14

dd | T=<BA > of =<Hih Ll

fgil -

dd i f=/dev/sdcO of =nycd.ing

A Windows 4t fllz2 B SO

N Windows MR SCIFIE PEEUR S 28 A RPN, L8 NERIBUESCIRR CD/DVD 5155 XA T2 T -

iz
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il BIEE R4
1. Blg@ATLALH Management Station il (4 3£ 52,
2. RIE RGO R BN

3. WRA G F B E B G PHRE R R B R LR RS, MR P TR,
ISR IEAT AT S L E BRSO, MAIRZSC . ARG TR R G B AR R R/ R A
B, 2% Microsoft® Windows® #:1E R4, W& Al 4E2500 T Microsoft Systems Management Server (SMS) Fi 5 ik .
AUEEBRZSCAFRT, BT B RN -
v SURRRESE T RS 1 2R TR

1 OEEEMRERT D I AR A H AR RG] ST AR 0 E L R

PATLA R AT

1 ¥4 ipmitool FUBIAFATAT I (VM-CLI) SREIIA B IE RSB N AR . R0 ivmdeploy BIAE A A IR £ 7 -
1 TP ivndeploy A& RIE RS

WEBRIERS

{#H] iVM-CLI FliZ A& 1 ivmdeploy BIACKE(E RG-S REE RS .
FHEZ T, BEE VM-CLI AHBFEERRY] ivmdeploy BIA . A SR TR 1E RGHE SN POT i RGNV TR .

LUR S BRIRGL T 7E H ARSI R G5 BB R R M 2 A b
1. fE ip.oxt SCASCHF R B U BB L TR R 4L iDRAC IP Hudik, 474> IP Hudik.
2. TEF A RS A s T 5] 4R {E R4 CD 5 DVD.

3. {Ef4 47147 ivmdeploy.
HIZ17 ivmdeploy AR, £ S SRTFAHIANLL T fr 4
ivndeploy -r ip.txt -u <idrac- ///> -p <idrac- %> -c {<i s09660- BLZ> | <i§{¥>}
S
1 <idrac-/1/"> /& iDRAC fil/*#4, #illi root
1 <idrac-##4>/& iDRAC I/ &S, filln calvin
1 <iso9660-M &=Ll F4i %% CD 5 DVD ) 1SO9660 MR %

1 <BAESRAEIERS %A CD 8 DVD M kit

PR, A S AR SE SRR IDRAC IP HhEFFRATIZAT— K ivmeli 22 . W -r BTN SEAE 4, WIRGE A iDRAC k. EXFMHOLT, -r 4% ivmeli 2MFE R
WHEAT

ivmdeploy B4R &7k ity ivmeli AR . 1525 i &7 b il T A SR B T . AEEE -r SIS ivmcli -r S AR WR -r IS BOL B S

ivmdeploy A RS # ). CD/DVD 5 CD/DVD 1SO9660 Wi 7%, W ili ZMFAL s AR 222, W] LU EUMA BLER] ivmcli -f 1% 55

5 R #4247 5 A R 7

SEWA B AT HE (VM-CLI) AR R —A Tl 45 AR (K i 247 §tiEl, A management station [ iDRAC # 4 fUA fii hE .
IVM-CLI 2 IR 4R LU T 2h g -
Ei = ESMCNEBESOIRR, B A AR AR BRI ML RN, iR RV R B

v S TR BN TR B A T Bk ARS
1 i IDRAC [ 5] G — kIR F ) 44



1 iR (SSL) #ifts iDRAC Hilfs %4
JEAT AT, Wi0R% iDRAC MU P AR .
D R 5 5 S R GBI sl 2R G0 S A SR B AL D Wb, 0 T A B BRI ORIZAT IVM-CLI #7 4.
PV G R DR AR, TR AT IE AT A AR I
X Windows #&%t, AU RS BRRRIZAT iVM-CLE 2 FIFY .

X Linux R4, WLMER] sudo fir& i iVM-CLI 2 FIFE, Tomits B bR . by 4R OLGE b A AR PR 0 U W I 77 LR BT TP i & BEARINEGi 4R IVM-CLI ZLep i, s
FER] visudo dir 4. A EEE SRR A AT LK sudo dr A AT TS INE] iIVM-CLI fr 447 (52 iVM-CLI JliIA%) SRIRHUGH LR 745 1 iDRAC 1115 Il FUE AT A T o

2% jVM-CLI AHERE

iVM-CLI A #2746 F Dell OpenManage™ Systems Management Consoles CD I, i% CD i Dell OpenManage System Management ¥ fF &4l Bl AR, ¥
System Management Consoles CD ffi NZI| R 5if] CD UKaN#E -1 bt 5 L vt A

Systems Management Consoles CD 17 i R4 HA M, WIFISNT. FEMEEH . RV )RS F RACADM AHFEF. A& CD B Hik Uk, _EEEH systems
management software /{5 2.

Systems Management Consoles CD &7 ivmdeploy — iXf& —AME R UL iVM-CLI 1 RACADM 2 FFE 544 B i B B 2 A A2 R Gl A .

4 & ivmdeploy AT 246 B st e S0, AnsAM S — AN FSR R A, AR 2 5 A SO A

AT

iVM-CLI ZHfiE Windows 1 Linux R4 AR AR MANILTYS RACADM AR FEH—E. #lll, 18E IDRAC IP Ml iIEIRH MiEE T RACADM il iVM-CLI AH
FFH—FE.

iVM-CLI 54 f 0l F -

ivnclio [ 240 [ #(F_F%_shel | it

ATIREX S KNG . AR, 2R "iVM-CLI 24",

WREFR RGPS [ 4, JFE iDRAC FRBUERE, N &K 4kEhar, BB AL f —Fr e :
1 iVM-CLI SER AT R R 240k
v (R R T &l R B, 7E Windows W1, BT DM TS A A LR

iVM-CLI 2%

iDRAC IP Hifk
-1 <i DRAC- | P- #i#i>[ : <i DRAC- SSL- 4ij [ 1>]
MWSEERE IDRAC IP HitbAl SSL s, AP HKSE HiR iDRAC @Sl iiEse. MR IP Hihksk DDNS #F78, 3 R iiRds Sor k& 4.

<iDRAC-IP-#ii>/& 473 ME—[) IP Hihkok iDRAC #h&:#54 2% (DDNS) #FF (I3 . A <iDRAC-SSL-port>, Wi 443 CBRANGID . FRIETE T iDRAC )
BRIN SSL i, HATHEAT LN SSL i .

iDRAC F /4
-u <i DRAC- i1/ % F5>
HBHIRPIZ T A B IDRAC HI 44
<iDRAC-/#] - % Ffi=> Wb ZUAT LA R ik

v H¥H P4

1 iDRAC RSN FH P RLR

IR iDRAC BRIEJRIM, HARME S & Bt Hin 4 22k,

iDRAC H P %15



-p <i DRAC /- &14>
IBHEREE T IDRAC P 1 #05.

iR iDRAC BRIERIN, HERME B 2 B Hin 4 22k,

KA/ RE A R SRR SO
S {<BESH> | <BEL)

Horpr < -G HR> RATIREN SRS O T Windows R40) a7 i s SO, IR RS RS XS, WERATTT G F Linux R40) 5 <MR- 31> S A7 WIB SO S04 R

e

WEZ AR e AR S/ R R B BRSCA

B, BRI

-f c:\tenp\nyfloppy.ing (Windows %%i)

-f /tnp/nyfloppy.ing (Linux &%)

RSB SO, BN TR 25 NSO . e B AR ARG TP A RIS B WA S«
B, BERARENT

-f a:\ (Windows %%;)

-f /dev/sdb4 # 4th partition on device /dev/sdb (Linux #%;)

WRB IR T SR hRE, WAEZIIRE RN A RS A

WERASERUL AT, W AEfr AT LIt S, W RITERL, SRS B & Bondf i & 220k,

CD/DVD % # BB 3 AF

-c (< HF> | <BHR- X}

Hrp < # £ 7> A% CD/DVD ¥a)4: 5 (Windows R%4t) HA M CD/DVD B 3CfF4 (Linux R , <BHEI(F> A 1S0-9660 WLZ SRS Mk AT .
ISR PR IR, CD/DVD-ROM A7 1) # 5L 1F:

i, RSO IR«

-c c:\tenp\nydvd.ing (Windows %)

-c /tnp/nydvd.ing (Linux &%)

B, BERARENT

-c d:\ (Windows %#%;)

-c /dev/ cdrom (Linux &%)

WAL CD/DVD M, A 2T LA IESH. RO, RS B 2 IR B &2k

Pt A4 2 b — AR (FAEEk CD/DVD Jiaha) o Brelk RREE TIPSRk, W, RS B 2 B0 B 2k iR .

MR AR

-V

WBHA TR WM-CLI AR RRA . SR BRIV E AR XORT, I &4 28 SRy R £ 1k,

FhER



-m

HSHEIR IVM-CLI AHFEF M4 man 10", Q4R FTH ] AR LI 3L 0] .

M EE

-e

IR AT SRS E, IVM-CLI AHRFHER SSL #1518 7 management station FIIEFE R4+ (1 IDRAC Z [ifLH%dE . 47 PRI SE, SRl A s .

iVM-CLI #/E R4 Shell iR
IVM-CLI iy 447 ol {8 LA T 4 1E RS Th ik
1 stderr/stdout redirection — KHEA4T () 23 FIFR 7 5l 5 o 2501 o

i, KT 554 (3) JRECHEAA L IVM-CLI 2 TR 7T B4 B ol 15 10 S f
Ed % ivv-CLI A AR BRERA (stdin) B, PFULARTE stdin SER.

1 RAIIT — BT IVM-CLI AR QI8AT. HHBRME RGNSt i iz A IR PR I8 (7. filll, {6 Linux BIERGT, &LRMHH (&) TR ERFAER
A G R

JEREARIEMATE R HIRA M, BONEREMATES IVM-CLI & RS Bt s 4R AT CRI, A DREFILIE L% IVM-CLI RBP4 1) o BHEA IVM-CLI Sefil LR 7 s 3,
BARF LA —ABRE AL I, MTTERAR RGURRE DI RER I R bR

iVM-CLI 3& [ %5
0 = JHHR

1= JikiEdE

2 = IVM-CLI @& 474H%
3 = RAC [fFiER MR

LB, SOAEE (IS0 Rk BRI .
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H 3%

£/ iDRAC BB AP

Integrated Dell™ Remote Access Controller E#&4A 1.11
i Vakit]

@ iy

@ iz iDRAC L A HIFET
@ i/l iDRAC LB AT

3
iDRAC FCE AR —AN5I SR E S, AUAEHRE IDRAC fl Managed Server 123, BAkiik, wEL:
v A5 IDRAC R TR PR [ 1R A S
1 FCE. AHEASH iIDRAC R
1 EHEEE LAN B 1PmI
1 EA LAN AR (PET) Fis
v R hnEk s B I R
[ Co e i Vap A R A T
1 IDRAC FiCEL L) BRAME
1 BERGHMEHE (SEL) EESMNHEERER

A LU IDRAC BLE A IR AT HIAES5IE FT LT iDRAC 2 OpenManage #fF e AMBFHIT, W% Web fH. SM-CLP fir&47 7. A RACADM 417 St Hi LL K Ak
ARLETCEL NG L FEYIS CMC RCELIIRI K CMC LCD,

JB %) iDRAC BB AR

WA IKVM B2 6 75 ) s 7E E 1% IDRAC NERINIE B 5 17 i iDRAC it B A FIFEF -

1. fEFESEF] IKVM G084 F, 4% <Print Screen> 7R iKVM ] "On Screen Configuration and Reporting (OSCAR)" (il B Al 15 [OSCAR]) 3. (i <l
k> 1 <TFHk> mre RN RE S IER, RF1 <Enter>.

2. JEIER RS A T A v DA LT e T R B R SS E
3. WHFEF Press <Ctrl-E> for Remote Access Setup within 5 sec..... (¥ 5 R # <Ctrl-E> #TEBH HBRE....) 55, R <Ctrl><E>.
ﬂ e WRERAERGER L <Ctri><E> HifFAHN, RALRGEMG S, A5 HHE RS #F .

iDRAC AL A IR SR . RTPIATAROE T A5 iDRAC [ PRI FEAR B PFEIT IS B o ERE R 75 7 ZEE TR BT IR .

iDRAC [l {2 5 4h i SR LI035y, Lhln SM-CLP Fl Web $r7io 321545 42 I 0 9 58 TR 55 3 A SR B (05 43«

fEFH iDRAC BB AFERF
TEREPHEIT 15 8N, iDRAC L E 2 FIFE S I R4 & v] U < B8 k>R <N 7 Sk>Vi ] (128 . 100
v WSRO SE A E AT  SCAR B, Rid% <Enter> ViR H, 7ESERUCE 1% <Esc> BT,
v WERTTH EAT AR, el tYes™ (J2) /"No” () 5l "Enabled" (C3H]) /"Disabled” (CAEH]D) , M </fik>. <fiffik> o <THE> &F— M.
vORTE AR e, SN . A7 ST AR S BT R L R R T AR T G g
1 PERERHR RN M H . TR <F1> RoRMETmiHE rE .
1 ffif] IDRAC BCHE AT EMUG, 1% <Esc> AFIRHIER, W] LATEIX LIk (R A7 BT 3 o etz [m] 2 FHFR T o

PAF #1311 IDRAC FL T 2 FIRL I35 510

LAN
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<A fik>. <Aiffisk> M2kttt

"Enabled” (EJ§f) Ml "Disabled" (B#f) .

TESRIAACE 1, IDRAC LAN 4. AU LAN SRV IDRAC JhEE, tLln Web FHfi, telnet/SSH il SM-CLP x4 4T Ftifil, % & fsE AT .

IREFAET LAN, DU R B 2 R

i DRAC Qut-of -Band interface will

Press any key to clear the nessage and continue.

RS RIE, BT EER: IDRAC HTTP. HTTPS. telnet 5% SSH Ui A LAV i (I ThfESh, H4MEHEF 4015 &, L Management Station &i%%| iDRAC ) IPMI

be disabled if the LAN Channel is OFF. (Wit LAN f5itiokH], i DRAC HishFHif 248 . D

AT BT bR (5 2Pk SE. O

H A

1E

LAN FEHIN A 2UE] . Al RACADM ST I JF HLAT R F i E iDRAC LAN.

LAN E IPMI (On/Off)

H <hfik>. <fifik> MEKRiEsE Oon (GF) Ml Off (R) . Wik Off (R) , IDRAC ALl LAN Fi#EC IPMI £ R

WMAIEPE Off (R) , MUFESE2ER:

i DRAC Qut-of -Band interface will

Press any key to clear the message

LAN 24

# <Enter> LLEJR "LAN Parameters”

£ 12-1. LANS¥

be disabled if the LAN Channel is OFF. (it LAN f5itiski], i DRAC HishFHiifs 248/ .

and continue. CGHAFEESIRE HIFAS:. ) HSHILAN T %5 B IHR .

" (LAN 280 730, R LAN 505, % <Bsc> &I LAk,

H

L]

"RMCP+ Encryption
Key" (RMCP+ B4)

1% <Enter> 4fiifi, 5EMJGTE <Esc>. RMCP+ HH1E—A 40 FRHK TNl (#4F 0-9. a-f Ml A-F) . RMCP+ jZ—Ffi IPMI
R, N IPMIE I T BAERUINE . BIMEN 40 4 0 TR,

1P 3 dik 95

H DHCP 5] "Static™ (%) . WRikd DHCP, Il "Ethernet IP Address™ (BLKM 1P #ihk) . "Subnet Mask™ ( FM
&) il "Default Gateway" (BRIKBXK) TEUIMN DHCP fR% #5373 . MAEM L LATRE] DHCP %545, XLy Bols i mA%E,
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B RGEE, W "System™ (R4) — “"Properties” (gf#) .

REFEHR
% 13-10 F 13-11 BWIRZEHGEIENE.

R 13-10. REBEFER

FB L)

YL RAERFHY

“BIOS Version" (BIOS g#&) | 7ili 4 BIOS JRA.
"Service Tag" (RFHFE) B R GRS AR S0 .
"Host Name" (FH145) RAPELNARGELK.

"OS Name" (B/ER4EH) B R G0 LB AT MR R 5.

% 13-11. HHKEFR

FB B

“Recovery Action” (JE#AE) | MK F)" F4#E4 1, IDRAC AJRERCE AT LA F5—#:4F: "No Action” (E¥E) . "Hard Reset” (BEE#) . "Power
Down" (§fH) o "Power Cycle" (KHLJEBEFH) -

“Initial Countdown" (BIFRERT | BIEI" REAHA G242 D F IDRAC i RAATIR ST B AE .
)

"Present Countdown" (48] | BIHEITI 8 H 430, LI,
HE0O

R Dell TAEYF & #)4
% 13-12 ¥iW] iDRAC JE k.

% 13-12. iDRAC {5 B ¥ &

FB& L]
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PowerEdge M1000-e WU Z ATHAT TN RS 4. ERBINUA P I0REE RS 2%, TTLME] IDRAC Web FHEHTIFAR S5 2% LGS CIAME LED. 4797 LED J5, AIRMREHZE LED W45
RS BLABDRAE LED fRIRAIRIS AT AR FINLAS . AN O xff LED —ENGHFIAHE.
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1. #Hi "System" (£4) — "Remote Access” (GE#EF ) — iDRAC — "Troubleshooting™ (¥ EHEE) .
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2. 7& "Identify” GRAD Tk, T "Identify Server” GREREAE) 55 ILM0HAHE.
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Ei #&: 24iRA “Execute Server Action Commands™ ($4T BRE BRI S) WA BT LI IR ME . 20 IR E IDRAC HIJ ARG ELA /BRI 80
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2. ##% "Power Control Action" (BJRIE#H|#/E) . i, "Reset System (warm boot)" (ER R4 [R3IISD .
4 13-14 A AR HIERENEE.
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HH W "Power Management” (HJEEE) 7.
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2. Hii"Deploy” (¥:E) .
3. MERIFEPE RS A P M.
M IKVM:
1 TS RIS EIFE % <Ctrl><E> A\ iIDRAC it E A FIR
4
1 7E BIOS POST MilH M 8 R 1P Hiht.

£

1 £ OSCAR thitf% "Dell CMC" ¥l & LUl id A H 17 i He 8 54 3] CMC.

LafT4RE] iDRAC (1) 1P Hudik? (%8 ol

$ racadm getniccfg -m server-1

DHCP Enabled = 1

IP Address = 192.168.0.1
Subnet Mask = 255.255.255.0
Gateway = 192.168.0.1

MAH RACADM:
1. (E@AIURTHHA LT 674
racadm getsysinfo
M LCD:

1. fEFEFNE, mREER "Server” (RG] Ffkikdiusl.
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Static IP Address (## IP fbhl) =192.168.0.120
Static Subnet Mask (##& T M) = 255.255.255.0
Static Gateway (##&MK) =192.168.0.1
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Current Subnet Mask (LiFF#£f%) = 255.255.255.0
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Duplex (X{T.) = Autonegotiate
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sites” (fSEEMIBER) -
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Active Directory /& —FidE P ERAEILI RS, AERs A2 BUR . et A BRI A TR, JFSCR 53 E H R AR EIRAE. Active Directory B X 734 20 4% 5

e

AGP

T E i (accelerated graphics port) (45, J&—FusLHNE, i ETER AT LCE YA R 3 RN AE

ARP

HuhEA#HTHMY (Address Resolution Protocol) (455, & —Fulid 4L Internet Hubil ek H ORI ML )52

ASCII

{5 B HbsHEIVES (American Standard Code for Information Interchange) fI4i%5, &—MiUIL#ERE, BT SREETEEE, B e w5,

BIOS

HEAI N/ RS (basic input/output system) II4ES, & RGUIRIFH— 805, RGHEH THAES S & R AR I, I ARG5S SUERAIMI BRI AR R g2 )
1

CA

WENUGE 1T AT AT il e fde, AT 2 wabm e T e e 2, IR e B 2 vt #lin, Thwate fl VeriSign 0y CA. CA WKEIEN) CSR J&, #5xf CSR & (Bl
PR AT ABGAE . R A E AT A CA 22 abidl, CA KRR WAL, LAYEmIE L5 Internet 1798 55 AL FRIN Il —FRiZ R i

CD

JE4Et#E (compact disc) HI4E5 .

CHAP

e ETIRAEML (Challenge-Handshake Authentication Protocol) 945, PPP ks &l I —FhIGAE /i, FA Tl 6000 4 (1 5 45

CIM

AH{EB#EA (Common Information Model) 45, & —/NH TEMS FEE RSP
CLI

#4475 (command line interface) (45% .

#4417 (command-line protocol) 4% .

CcMC
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U E 54188 (enclosure Management Controller) M4, /& iDRAC FIZ45 A% CMC 2 [a #1441 .

CSR

MIEZ 4Rk (Certificate Signing Request) 45 .

DDNS

FiA 4% #4 (Dynamic Domain Name System) [4i% .

DHCP

A EHURCE PHL (Dynamic Host Configuration Protocol) ({455, &l LR it S0 /0 Be 1P sk i il

DLL

AR (Dynamic Link Library) (475, 52— N/NEFIIFE, Forf KA /N 7 A8 aT L) R GE P e AT iR 7 76 75 22 38 11
O @A, JEHITEN DLL FF () .

DMTF

A EiZE 4/ (Distributed Management Task Force) 14575

DNS

W4 %4 (Domain Name System) fI4i5 .

DsU

Wi EfE %0 (disk storage unit) HI4i5 .

FQDN

o IR P AT CATE B KRR R R E B CHLIHT EpHLE

SE4fREH 4 (Fully Qualified Domain Names) 4l . Microsoft® Active Directory® {3 64 F1isi# /) FQDN.

FSMO

RIEHENEME (Flexible Single Master Operation). iXf& Microsoft FF#ilf Fe 4 5114 i) 7 ik

GMT

ARG THIN (Greenwich Mean Time) {45, ettt 5 i HuDOB A K FRHERS 18], GMT JR4RZIE SEE BT AME MR TH R E AV T1 2 (0 Z2HE) (KIbREARFHI 1]

GPIO

AT (general purpose input/output) HI4E5 .

GRUB

GRand %i—5| $# 5 (DRand Unified Bootloader) 45, iX/&—ANEiiIH M Linux MY .

GuUI

FJEH P 5 (graphical user interface) HI4i™% . AHX T LISCR BoRAIBEN BT A 7 A BIS S i SRR 75 AT, B P SRR 11 SR RER 4 5 T 3R I T SO o J i -



IAMT

Intel® Active Management Technology — #2472 A& RGEH A, LIRITTHNEETFNL, SEHERGZE G,

ICMB

R ML (Intelligent enclosure Management Bus) (4% .

ICMP

Internet %1% B il (Internet control message protocol) fI4i%5.

ID

FRIRAT (identifier) M4, JEH TR P ARRAE G 1D) B0 AR (R ID)

iDRAC

Dell iz fijj 4% 2% 5 (Dell Remote Access Controller 5) 45 .

iDRAC

Integrated Dell Remote Access Controller (45, MRG0 Wiz Dell 10G PowerEdge fR% 4 R%t.

1P

MERHML (Internet Protocol) 455, & TCP/IP [IMZ)Z . 1P MRS BamE. HBOME4L.

B FAE ML (intelligent platform management bus) 485, —FHT ARG EHEARMEL.

1PMI

B FAE AT (Intelligent Platform Management Interface) (485, & RGE AN .

Kbps

TFh/%0 (kilobits per second) 45, FnEiftmds.

LAN

J&33™ (local area network) 455 .

LDAP

i HR Vi M B (Lightweight Directory Access Protocol) (455 .

LED

RIZHAE (light-emitting diode) HI%i5 .

LOM



FEH EJREM (Local area network On Motherboard) 45 .

MAC # 3k

AR Vi I hE (media access control address) K4S, /&N NIC Y4 ME— i hit .

MAC

BV Rl (media access control) 4SS4T SR £ 403 2 2 R I 26 1 )2

Management Station

management station fiLfEVik iDRAC #I R4,

MAP

EHVTH A (Manageability Access Point) 4% .

Mbps

Jefir/%> (megabits per second) [M4i5, ForRfAmEE.

MIB

HHE R (management information base) 114 .

Ml

AT (Media Independent Interface) M4 .

NAS

[ 443 E (7% (network attached storage) (4% .

NIC

g4+ (network interface card) MU4i%5. THEIHLH 2 IERC A% HUBRAR, S4TI9 2% (K1 B i

(o] 1]

W EFFRFF (Object Identifiers) 45 .

OSCAR

On Screen Configuration and Reporting [14i5. OSCAR 1% <Print Screen> i} Avocent iIKVM SR[IZEH. oV N CMC H iR %2458 CMC il &80 iDRAC il
s
&.

PCI

SHE4LFFETE (Peripheral Component Interconnect) 45, J&—FibrifE St AL LR, T ¥ AN B4 B2 RGO 54N B BTl s

POST

JFHLAN (power-on self-test) HI4i5S, fE7ERGIFHLIN A ZEATHI— RINSHIIFL T .



PPP

AA ML (Point-to-Point Protocol) (455, /& Internet brvfE B, I 4T sk B Btk 4 2 EE Sl (it 1P (584

RAC

Remote Access Controller ({45 .

RAM Rl #t

MRS 25 1) N AP 5E R AT . IDRAC 1EH A P R RAM R

RAM

FEHLAFECE %% (random-access memory) HI4ilgiE. RAM & R4iF1 iDRAC L i¥ii FH T i il 5 776k i

ROM

Higffi#e: (read-only memory) (45, o DLWHSECEEE, (HASRE 3L s N8 .

RPM

Red Hat® Package Manager ((i4i%5, f&—F/fT Red Hat Enterprise Linux® /i R GRS, ATHIREE . S 528 F 5.

SAC

Microsoft (] Special Administration Console [I4i% .

SAP

R 4 (Service Access Point) [14i5 .«

SEL

AGHEHE (system event log) M4 .

SMI

AYEHEAPW (systems management interrupt) 1455 .

SMTP

TR EL AL (Simple Mail Transfer Protocol) 46, A& FH T/ RS Es GRHBIE LUK f T IR Pl

SMWG

RGEH TAEUL (Systems Management Working Group) (1455 .

SNMP & B

1 IDRAC B CMC “Epip@an (HEF) , W5 R MRS IR A T s 7ERE (e £ L



SSH

Z44h5% (Secure SHell) M4 .

SSL

BT (secure sockets layer) 4i% .

TAP

JEFEE AL 4% TR T MY (Telelocator Alphanumeric Protocol) (045, &M T i 3L 55228 i R il

TCP/IP

AL B /MR (Transmission Control Protocol/Internet Protocol) M4, &2 hrik URM B, 3 ELEE I 4 2 P ORAE 46 2 il o

TFTP

NRISCAFAEAR R (Trivial File Transfer Protocol) 45, JilT i JoRGAE B & s R 48 T 45| AR 0 ] 5 SO A A il o

UPS

AW % (uninterruptible power supply) 4% .

usB

JEFHATEZ (Universal Serial Bus) 45 .

uTC

PRttt FE (Universal Coordinated Time) 485 . i#2 5 GMT.

VLAN

RN (Virtual Local Area Network) f4i5 .

VNC

MM ZE TS (virtual network computing) FI%475 .«

VT-100

WAL 100 (Video Terminal 100) (45, Fl K% Him £ 0 FURE .

WAN

I K (wide area network) FI4’ .

b4 -4::5.%3

ZE RSN IDRAC [R5 .

v e

P T %, 5 Active Directory & {8 Ak i 4 iDRAC (V7 HIALR: EH Active Directory 41 4.
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